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Buknagau kadenpu KibepoOesneku

3aranbHa iHopManis

ITpaktuka € 060B’s13k0B0I0 KoMItoHeHTHO!0 OITI «KibepOesneka Ta 3axuct iHpopMarlii», B Mekax SKoi nepeadaueHo HaOyTTs
Ta YJOCKOHAJCHHS MPo(eciiHNX NMPaKTUIHNX YMiHb/HAaBUYOK 3i crierianbHocTi 125 KibepOesneka ta 3axuct indopmariii. Ha
NPaKTULI TiSIbHICTH 37100yBaya BUIIOi OCBITH CHpPSIMOBaHA Ha OMAHYBAHHS Cy4aCHUX TEXHOJIOTIHM, METOJiB, IHCTPYMEHTIB,
poboTa 3 00J1aTHAaHHSIM Ta MPOTPAMHUM 3a0€3MEYCHHSIM.

— CHCTEeMaTH3allisi, 3aKpilyIeHHS 1 PO3MIMPEHHS TEOPETHYHUX 1 MPAaKTUYHWUX 3HaHb 3700yBava 3i creriampHOCTi 125
KiGep6e3neka Ta 3axuct iHpopMarlii, popmyBaHHs y 3100yBadiB npodeciiHuX yMiHb 1 HABUUOK ISl IPUUHATTS CAMOCTIHHUX
pilieHb y mpoiieci iXHboi MpodeciiftHOi AISUTBHOCTI.



KomnereHnTHoCTI,
¢bopmyBaHHIO AKHX
CIPUSi€ TUCHUIIIIHA

PesyabraTn HaBYaHHA

K3 1. 3aarHicTh 3acTOCOBYBATH 3HAHHA y MPAKTUYHUX CUTYAaIlisX.

K3 2. 3naHHs Ta po3yMiHHA MPEAMETHOI 001acTi Ta po3yMiHHS mpodecii.

K3 3. 3natHicTh mpodeciiiHo CHIIKYBaTHCS IEP>KaBHOIO Ta IHO3EMHOI0 MOBAMH SIK YCHO, TaK 1 MUCEMOBO.

K3 4. BMiHHS BUSBIIATH, CTABUTH Ta BUPIITYBaTH MPOOIEMH 32 TPOPECIHHUM CIIPSIMYBaHHSM.

K3 5. 3parnicTs 10 mouryky, 00poOiieHHs Ta aHaii3y iHdopMariii.

K® 1. 3pgarHicTh 3aCTOCOBYBAaTH 3aKOHOJAaB4y Ta HOPMAaTHBHO-IIPABOBY 0a3y, a TaKOX JEpXaBHI Ta MDKHApOJIHI BUMOTH,
MPAKTUKHU 1 CTAHIAPTH 3 METOIO 3[IHCHEHHS podeciiHol TisUIbHOCTI B Taimy3i iHpopMamiiHoi Ta/abo KibepOe3neku.

K® 2. 3natHicTh 10 BUKOpUCTaHHS 1H()OPMAIIHHO-KOMYHIKAIIIHHUX TEXHOJIOT1H, CydaCHUX METOIIB 1 MOJIEIICH
iHpopMmaniiinoi Ta/abo KibepOesneku.

K® 3. 3pgaTtHicTh 10 BUKOPHCTAaHHS MPOTPAMHUX Ta MHpPOTpaMHO-amapaTHUX KOMIUIEKCIB 3aco0iB 3axucTy iH(popmaiii B
iHpOpMaLiiHO-TEIEKOMYHIKAIHHIX (aBTOMAaTU30BaHUX ) CUCTEMAX.

K® 5. 3parnicte 3abe3meuyBatu 3axucT iHpopMmalii, mo o00poOisieTbcss B  1H(POPMAIiHO-TEIEKOMYHIKAIHHUX
(aBTOMAaTHU30BaHMX) CUCTEMaX 3 METOIO peaji3allii BCTAaHOBIICHOI MOJITHKH iH(OpMaIliitHO1 Ta/ab0 KibepOe3meKH.

K® 6. 3patHicTh BiAHOBIIOBATHM INTaTHE (YHKIIOHYBaHHS iHQOpMaIiiiHUX, i1HGOpPMAIIHHO-TEIEKOMYHIKAIIMHUX
(aBTOMATHU30BaHUX) CHCTEM IICIsl pealmizaimii 3arpos3, 3IiMCHEeHHsI KiOeparak, 300iB Ta BIIMOB pIi3HUX KJaciB Ta
MOXOJKEHHS.

K® 8. 3narHicTh 311iCHIOBATH MTPOLEAYPHU YIIPABIIHHS IHIUACHTAMH, TPOBOIUTH PO3CIITyBaHHS, HAJaBaTH iM OLIIHKY.

K® 9. 3natuicts 3aiiicHIOBaTH NpoQeCiiiHy AisUIbHICTh HA OCHOBI BIPOBAHKEHHS CUCTEMH YIIPaBIiHHA 1H(OpMaliiiHOIO Ta/abo
Ki0epbe3nexoro.

K® 11. 3naTHicTh BUKOHYBAaTH MOHITOPHHT MPOIECiB (YHKIIIOHYBaHHS iHPOpMaLiiHuX, iH(HOpMaIiifHO-TeIeKOMYyHIKaIlIHHUX
(aBTOMATHU30BaHMX ) CUCTEM 3TiHO BCTAHOBJICHOI MOJITUKH 1H()OpMAIIHHOT Ta/a00 K1OepOe3neKy.

K® 12. 3partHicTh aHami3yBaTH, BUSBISATH Ta OLIHIOBaTH MOJJIMBI 3arpo3H, Ypas3JMBOCTI Ta JeCTaOUII3YyIoul YMHHUKU
1H(popMaLIHHOMY TIPOCTOPY Ta 1HQOPMAIIIHIUM pecypcaM 3T1JIHO 3 BCTAaHOBJICHOIO MOJITHKOIO 1H(OpMaIliiiHoi Ta/abo
Ki0epOe3neKH.

ITPH 2. OpranizoByBatu BiacHy npodeciiiHy IisiabHICTh, OOMpaTH ONTUMANIbHI METO/IM Ta CIOCOOU pO3B’sI3yBaHHS CKJIaJHUX
CHeIlaJII30BaHUX 33a4 Ta MPAKTUYHUX MpoOIsieM y npodeciiiHiil JiSIbHOCTI, OLIHIOBATH iXHIO €()EKTUBHICTD.

I1PH 3. BukopuctoByBaTu pe3ysibTaTH CaMOCTIHHOTO MOIIYKY, aHaJli3y Ta CHHTE3y 1H(OpMallii 3 pi3HUX HKEepen s
€(eKTUBHOTIO PIllIEHHS CHeliali30BaHuX 3a/1a4 IpodeciiiHol TiIbHOCTI.

I1PH 4. Anani3yBartu, apryMeHTyBaTH, IPUIMAaTH PillIEHHS MPU pO3B’sI3aHHI CKJIAJHUX CHEIiai30BaHUX 3a/1a4 Ta MPaAKTHYHUX
npo6seM y mpodeciifHii MISITBHOCTI, K1 XapaKTepHU3YIOThCS KOMIUIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO YMOB,
BIJIMOBIAATH 32 IPUIHSATI PILIICHHS.

[TPH 7. lisiTi HA OCHOB1 3aKOHOAABYOI Ta HOPMATHBHO-TIPABOBOI 0a3u YKpaiHU Ta BUMOT BIAMOBIAHUX CTAaHIAPTIB, Y TOMY
YHCIIl MDKHApOJIHUX B Taiy3i iH(popMalliifHoi Ta /abo kibepOesneku.

ITPH 13. AnanizyBatu npoekTu iHHOpMaliiHO-TEIEKOMYHIKAIIHIX CUCTEM 0a3yl04YiCh Ha CTaHAAPTHU30BAHUX TEXHOJIOT1SX
Ta MPOTOKOJIaX Mepeadi JaHHX.



OO0cAT TUCITUTLTIHA
dopma niICyMKOBOro
KOHTPOJII0

Tepminu BUKIaIaHHSA
JUCIHUILIIHA

[1PH 14. BupimyBatu 3aBJaHHs 3aXHCTy IIporpam Ta iHgopmaiiii, mo o0podiseTbes B iH(OpMaIiifHO-TEIeKOMYHIKalIHHUX
cucTeMax IporpaMHo-anapaTHUMU 3ac00aMH Ta 1aBaTH OL[IHKY Pe3YyJIbTaTUBHOCTI SIKOCTI IPUHHSATUX PIILIEHb.

[TPH 18. BukopucToByBaTH IpOrpamHi Ta MporpaMHoO-anapaTHi KOMIUIEKCH 3aXUCTY 1H(pOpMaLiiHUX pecypciB.

ITPH 19. 3acTocoByBaTH Teopii Ta METOIM 3aXHUCTY ISl 3a0e3neueHHs 0e3neku iHpopmartii B iHpopMaIiiiHo-
TEJICKOMYHIKaIlIHHUX.

[TPH 21. BupimyBaTu 3a1a4i 3a0e31eUeHHs Ta CyIPOBOAY (B.T. YHCIIi: OTJISAI, TECTyBaHHS, MI3BITHICTh) CUCTEMH YIPABIIIHHSI
JOCTYIIOM 3TiJHO BCTAHOBJICHOI NOJITUKH Oe3MeKH B iHQOpMAIiifHUX Ta iHPOpMaLiHHO-TEIEKOMYHIKaIliHHIX
(aBTOMaTHU30BaHMUX ) CUCTEMAX.

[1PH 22. BupimyBatu 3aaa4i ynpasiaiHHs Mporeaypamu ineHTudikamii, aBreHTrdikanii, aBropusaiii mpoIeciB i KOpUCTYBaviB
B iH(OpMaIiifHO-TeIEKOMYHIKaLiHHUX CHCTEMAax 3TiJHO BCTAHOBICHOI MOMITHKH iHpopMariiiHoi i\abo kibepOe3neKu.

[1PH 27. BupimryBatu 3aa4i 3aXMCTy MOTOKIB TaHUX B iHPOpMaIiHHIX, iHPOPMAIIHHO-TETEKOMYHIKAI[IHHIX
(aBTOMaTHU30BaHMX ) CUCTEMAX.

ITPH 30. 3xificHIOBaTH OIIHIOBAHHS MOYKJIMBOCTI HECAHKI[IOHOBAHOTO JIOCTYITY JIO €JIEMEHTIB iH()OpMaIliifHO-
TEIEKOMYHIKAI[IHHUX CUCTEM.

ITPH 31. 3acTocoByBaTH TeOpii Ta METOIM 3aXUCTY LI 3a0e3MeueHHs Oe3MeKn eIEMEeHTIB iH(opMaIliifHo-
TEIEKOMYHIKAI[IHHUX CUCTEM.

[TPH 35. BupimyBartu 3aaa4i 3a0e31e4eHHs Ta CyNpOBOIY KOMIUIEKCHUX CUCTEM 3aXHUCTy iH(opMaIlii, a TakoK MPOTUIIL
HECaHKI[IOHOBAaHOMY JIOCTYITY JI0 iH(pOpMaIliiHUX PeCypcCiB 1 MporieciB B iHGpopMaliifHuX Ta iHGopMaIiiHo-
TEJICKOMYHIKAIlIHHUX (AaBTOMAaTH30BaHKMX ) CUCTEMaX 3TiIHO BCTAHOBJICHOT MOJITUKY 1HPOpMaITiiHoT 1\abo
Ki0epOe3neKH.

[1PH 40. InTepnperyBaTu pe3ynbTaTi NPOBEACHHS ClIel1aIbHIUX BUMIPIOBaHb 3 BUKOPUCTAHHIM TEXHIYHUX 3ac001B,
KOHTpoJIt0 XapakrepucTuk ITC BiNOBITHO A0 BUMOTI HOPMAaTUBHUX JIOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXUCTy
1H(popmarii.

I1PH 42. BripoBamxyBaTu Ipoliecy BUSBICHHS, 11eHTU(DIKallli, aHaJIi3y Ta pearyBaHHs Ha IHIMJACHTH 1HPOpMaLiitHOi 1/a60
Ki0epOe3nexu.

ITPH 49. 3a6e3neuyBatu Hajle)kKHE (PYHKIIIOHYBAaHHS CHCTEMH MOHITOPUHTY 1H(OpMaIiiHUX pecypciB i IPOIECIB B
1H(pOopMaLIHHO-TEIEKOMYHIKAIIITHUX CUCTEMAX.

3aranpHuii 00csar nucrmiiiam: 4 kpeautu EKTC (120 rox.).

Ex3amen
Jlucuuulina BUKIagaeTees: y 6-my cemectpi 4 kpeautu €EKTC;



HopMaTuBHI nocuJIaHHs

1. Ionoxenus [1po mopsiiok MpoBeACHHS MPAKTUYHOT MATOTOBKHU 3/100yBadiB BUIIOI OCBITH Jlep)KaBHOTO YHIBEPCUTETY 1HTEICKTYyIBHUX TEXHOJIOTIH 1
3B’s13Ky (3aTBeppxeno Buenoro pagoro AYIT3 mporokon Nel Bix 10.02.2023 p.) https://suitt.edu.ua/polozennja-duitz;

2. 3akony Ykpainu «IIpo Bumy ocBiTy», crarts 51 «IIpakTrdHa miAroToBKa oci0, sKi HABUAIOTHCS Yy 3aKiaaax BHUINOI ocBiTH» (BimomocTi BepxoBHOi
Panu, 2014, Ne 37-38).

Tema 1.

Tema 2.

Tema 3.

Tema 4.

pwdh P

5.

IIporpama IMPAKTUKHA

Texnika 0e3mexu i oxopoHa nmpaiui Ha 00'ekTi. 3HAOMCTBO 3 MPaBWJIAMU BHYTPIINIHBOTO PO3MOPSIKY ITIAMPUEMCTBA, IHCTPYKTAXK 3 TEXHIKH
Oe3mekn Ta oXopoHH mpaii. Texnika 6e3neKku 1 0XopoHa mpatli y miapo3ain. TexHika 6e3mekn i 0XopoHa mpaiii Ha poO0YnX MICISX.

AHai3 00’€KTy 3axMCcTy. AHaJi3 PiBHA KOMII IOTEPHOro 3a0e3rnedeHHs 00’€kTy. AHaii3 mnepudepiiHoro Ta MepeKeBOro o0OJagHaHHS,
JIOKaJIbHOI KOMIT IOTEpHOI Mepexi 0a3u mpakTuku Ta iH. TexHiyHa, HOpMAaTHBHA TOKYMEHTAIIis.

AHnani3 i ominka pusukiB iHdopmauiiiHoi Oe3mexkn. AHai3 BPa3IMBOCTEH KOMII'IOTEPHHUX CHCTEeM Ta Mepex. OIiHKa Bpa3lMBOCTEH B
KOMIT IOTEPHHUX CHCTEMax Ta MEpekKax.

Oprani3auii komiiekcHoi 0e3nexku 00’ektiB. CTpyKTypa Ta piBHI MepexeBoi B3aemoii mpu nodyaosi KCb. [IporpamMuo-amapaTHi pimeHHs
B KOMIUIEKCHUX CHCTEM Oe3IeKH.

Cnucoxk PEKOMEHIAOBAHUX IKEPEJ

HepxaBuuit crangapt Ykpainu 3axuct inpopmarii. Texniunuit 3axuct inpopmarii. [Topsaox nposeaenns poOit. JICTY 3396.1-96

HJ T3I 1.1-002-99 3aranpHi MOT0XKEHHS MO0 3aXKUCTy 1HPOpMAITil B KOMI'TOTEPHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JIOCTYITY.

HJI T31I 1.1-003-99 TepmiHoorist B Tamy3i 3aXucTy iH(hopMarllii B KOMII FOTEPHUX CUCTEMaX BiJl HECAHKIIIOHOBAHOTO JOCTYITY.

HJ T3I 1.1-005-07 3axuct indopMmariii Ha 00’ ekTax iHPopMaliiiHoi nisapHOCTI. CTBOpeHHs kKoMIuiekcy T31. OCHOBHI MOJIOKEHHS.

HJI T3I 1.6-002-03. IlpaBuna moOyaoBH, BUKIAACHHS, O(DOPMIIEHHSI Ta MO3HAUYEHHS HOPMATHBHUX TOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY

iHpopMaii.

6.

HJ T3I 1.6-003-04 CtBOpeHHSI KOMIUIEKCIB TEXHIYHOTO 3aXHCTy iHpopMallii Ha 00’ekTax iHpopmaliitHoi mismpHOCTI. [IpaBuna po3poliieHHs,

noOy0BY, BUKJIAJCHHS Ta 0(pOpMIIEHHS MOJIeN1 3arpo3 Ajs 1HpopMaIlii.

7.
8.
9.

HJ T3I 2.1-002-07 3axuct inpopMmariii Ha 00’ ekTax iHPopMaIiiHOI HismpHOCTI. BunpoOyBanus komrekcy T3I. OCHOBHI MOT0XKEHHS.
HJI T3I 2.5-004-99 KpuTepii orliHKK 3aXUMICHOCT] iHPOpMAIIil B KOMIT FOTEPHUX CUCTEMAaX BiJl HECAHKI[IOHOBAHOTO JIOCTYITY.
HJT T3I 2.6-001-11 Tlopsmok mpoBeACHHS POOIT 3 Jep:KaBHOI €KCIEPTHU3M 3acO0iB TEXHIYHOTO 3aXWCTy iH(opMarliil Bil HECaHKIIOHOBAHOTO

JIOCTYIY Ta KOMIUIEKCHUX CUCTEM 3aXHCTy iHpopMaIllii B iHopMalliiHO-TeTeKOMYHIKAIIITHIX CUCTEMaX.
10. HJ T3I 2.7-009-09 MetoaudHi BKa3iBKH 3 OI[IHIOBaHHS ()YHKI[IOHAJILHUX MOCITYT OE3MEeKH B 3ac00ax 3axuCTy iH(popMaIlii BiJi HECAHKIIIOHOBAHOTO

JOCTYTLY.


https://suitt.edu.ua/polozennja-duitz

11. HA T3I 2.7-011-12 3axuct indopmarnii Ha 00’ekTax iH(OPMALIKHOT MisTFHOCTI. MeTOANYHI BKA3iBKH 3 PO3POOKH METONUKH BHSIBICHHS
3aKJIQIHUX MTPHUCTPOIB.

12. HJ T3I 3.1-001-07 3axwuct indopmariii Ha 00’ ekrax iHPopMaIiiHOI HisibHOCTI. CTBOPSHHSI KOMILIEKCIB TEXHIYHOTO 3axucTy iHpopMmartii. [Tepesn
MPOEKTHI POOOTH.

13. HJ T313.3-001-07 3axuct indopmariii Ha 00’ ekTax iHpopmariitHoi aisutbHOCTI. CTBOPEHHS KOMILICKCY TEXHIYHOTO 3axucTy iHdopmarii. [Topsmok
PO3pOO0IICHHS Ta BIPOBAKEHHS 3aX0/IiB 13 3aXHCTy iH(pOpMaIIii.

14. HA T3I 3.6-001-2000 Texuiunuii 3axuct iHpopMmarii. Komm torepri cucremu. [lopsiiok CTBOpEHHS, BIIPOBAKCHHSI, CYMPOBOKEHHS Ta
MoOjIepHi3allii 3aco0iB TEXHIYHOTO 3aXUCTy 1H(GOpPMAIIii BiJl HECAHKIIIOHOBAHOTO JIOCTYITY.

15. HJI T3I 3.7-003-05 Ilopsimox mpoBeaeHHs poOiIT 13 CTBOPEHHSI KOMILIEKCHOT CHCTEMH 3axUcTy iH(opMarltii B iHpOpMaIiitHO-TeIeKOMYyHIKaIiHHIH
CUCTEMI.

16. borym B.M., Kpusyna B.I'., Kynin A.M. Indopmaniiina 6e3neka: TepmiHomoriyauii HaBdaapbHUN noBigHUK / 3a pen. KpuBynu B.P — Kuis.: OO0
"I.B.K.", 2004. — 508 c.

IndgopMmanis npo KOHCYJIbTALIL
Ilon’siranui y BepecHi-rpyani 2024 poxy 3 13%° 10 14 ron., aya. 250 a6o zoom — Buki. Benosa 10.B.

3arajibHa ¢cxeMa OIiHIOBAHHSA

Cyma GaiiB 3a Bci BUIH IIkaja Oninka 3a HAIOHAJILHOIO IKAJI0K0 Bajim HapaxoBYIOTHECS TAKHM YHHOM:
HABYAJIbHOI JISJIBHOCTI €EKTC TSt iCIIHTY TSt 3ATHKY
90-100 A BigmiaHO .E
82-89 B S ; ; .
TloGpe = Ouintosanns 3nand 3000y6auie euwjoi oceimu
74-81 C Sd])axOBALIO = 30ilicniocmuca 3a 100-6anvnoro wikanosw
64-73 D 3 ) g  Ilpu odopmIiIeHH] TOKYMEHTIB 32 eK3aMeHAIlIiHY
aJI0BUIBHO . . . .
60-63 E . E CEC1I0 BUKOPUCTOBY€ETHCSI TAOIUIS B1IIOBIAHOCTI
2,  OIIHIOBaHHS 3HaHb 3700yBayiB BUIIOI OCBITH 3a
[~ -
He 3apaxosano 3 =  PI3HUMH CUCTEMaMHU
He3aoBiabHO 3 MOXKIIMBICTIO MOJKJIUBICTIO
35-59 FX .
IIOBTOPHOT'O CKIIAJIaHHA TIOBTOPHOTO

CKJIaJIaHHA



He 3apaxoBano 3

HesanoBinbHO 3 000B’I3KOBUM 000B’ I3KOBAM
0-34 F MMOBTOPHUM BHBUYCHHSIM MTOBTOPHUM
IHUCIUIIIIHA BUBYEHHSIM
IHUCIUIIIIHA

IHosiTKA ONMAaHYBAHHS TUCIHUTIIHA

BiasinyBanns: 3100yBadi BUIOT OCBITH 3000B’43aH1 JOTPUMYBATHCS IpadiKy IPOXOKEHHS MIPAKTUKH, CBOEYACHO MPOMTH IHCTPYKTaX 3 TEXHIKH O€3IMeKH.
BaxiiuBuM € BUKOHAHHS 1HIUBIAyaJbHUX 3aB/IaHb, MPABUJIbHE 3aIIOBHEHHS JOKYMEHTAIIil TPAKTUKH (IIOJACHHUK, 3BIT Ta iH.).

JloTpuMaHHsl NPUHIUIIB aKajeMiyHoi fo0poyecHocTi: [liqroroBka ycix 3aBmaHb, MUCHBMOBUX POOIT 1 T. iH., 3AIHCHIOETHCS 3100yBaueM BHUIIOI OCBITH
CaMOCTIHHO, Ha 3acajax aKaJeMidHOi JOOPOUYECHOCTI.

Inmi ymoBu: 3100yBay BHIIOT OCBITH Oepe ydacTh (0COOMCTO Ta/ab0 B KOMaH/Ii 3 iHIIMMU CTYACHTaMH) y TiICYMKOBIiH KOH(EPEHIIiT 3 TPAKTHKH, 1€ IPE3CHTYE
CBOI JOCSATHEHHSI, ITOJJa€ PEKOMEHIallii 00 YAOCKOHAJIEHHS MPAaKTUYHOI miarotoBku B JIYIT3.



