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I'any3b 3HaHb 12 Indopmartiitai TexHoOTIT
IIudp Ta Ha3Ba cneHiaIbHOCTI 125 KibepOe3neka Ta 3axucT iHpopmarii
Ha3Ba ocBiTHBO-nipodeciiinoi mporpamu  KiGepOesneka Ta 3axuct iHpopmariii
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dDaKyjabTeT [Hdopmariiinux TeXHOJIOTIH Ta KibepOe3neku
Kadenpa KiGepOe3neku Ta TEXHIYHOTO 3aXHUCTy iHDOpMaItii
Craryc HaBYAJIbHOI AUCHMILIIHA OK-12 OIIIT «Kibepb6e3neka Ta 3axuct iHhopMaIii»
®dopMa HABYAHHA Jenna

Buknagaui

Kopunncbkuii Boionuvup BikTtopoBuu
vladkorchin@ukr.net

[Ipodecop  xadenpu  kibepOesneku  Ta
TEXHIYHOI'0 3aXUCTY 1HpOopMaLii,

JOKTOp  TEXHIYHHMX HayK (CHellaJIbHICTh
05.13.21 — cucremu 3axucty iH(popmarii),

npodecop

3aranbHa iHpopmanis
AHoTanin Kganigikamiiina (Maricrepcbka) pobota € 000B’s13k0Bot0 koMnoHeHTHOIO OINIT «KiGepOesneka Ta 3axucT iH(oOpmarii», B
MeXax SKOi mependadeHo HaOyTTs Ta yIOCKOHAIIEHHS 3HaHb, YMiHb Ta HAaBHYOK IOJI0 MPOBEACHHS HAYKOBHX PO3BIIOK Y
cdepi kibepOe3neKku Ta 3aXucTy iHpopmarii.

Mera — po3mMpeHHs Ta INMOOKe BHUBYEHHS cdepu KiOepOe3nmeku Ta 3axuCTy iHQopmalii, CIpsMOBaHE Ha pPO3POOKY
HOBATOPCHKUX CTpATerii, TEXHOJOT1! Ta METO/IB JUIsl BAOCKOHAJIEHHS CUCTEM KibepOe3neKu.



KomnerenTHocCTi,
¢dopmyBaHHIO AKUX
CIIPUSI€ TUCHHUIIIHA

Pe3y.111>TaTn HaBYaHHHA

K31. 3naTtHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYAIliSX.

K32. 3paTHicTh MPOBOIUTH JOCIIIKEHHS HA BIIMOBITHOMY PiBHI.

K33. 3garHicTh 70 aOCTPaKTHOTO MUCIICHHS, aHAJII3Y Ta CUHTE3Y.

K34. 3naTHicTh OIliHIOBaTH Ta 3a0€3MeUyBaTH SKICTh BUKOHYBAaHHUX POOIT.

K35. 3naTHicTh cninkyBaTHCA 3 MPEICTaBHUKAMM IHIIMX MPO(ECciiHUX TPyI Pi3HOrO PiBHS (3 €KCHEpTaMH 3 IHIIMX rary3ei
3HaHb / BUIB €EKOHOMIYHOI TIsUTBHOCTI).

K®I1. 3parHicTh OOIpYHTOBAaHO 3aCTOCOBYBATH, IHTEIPyBaTH, PO3POOJSATH Ta YIAOCKOHAJIIOBATH CydYacHi iH(popmariiiHi
TeXHOJIOT1l, (I3WYHI Ta MaTeMaTHYHI MOJIETi, a TaKOXX TEXHOJIOT1l CTBOPEHHS Ta BHUKOPUCTaHHS TMPHUKIATHOTO 1
CIEIIaIi30BAaHOTO MPOTPAMHOTO 3a0e3MeUYeHHs Il BUPIIICHHs mpodeciitHux 3amad y chepi inopmamiitHoi 6e3meku Ta/abo
KibepOe3neKu.

K®2. 3naTHicTh pO3pO0OJISATH, BIPOBAKYyBaTH Ta aHANII3yBaTH HOPMATHBHI JOKYMEHTH, TOJOXKEHHS, IHCTPYKIl i BHUMOTH
TEXHIYHOTO Ta OpraHi3amiifHOTO CHpSAMYBaHHS, a TaKOX IHTErPyBaTH, aHAJI3yBaTH 1 BHKOPHCTOBYBAaTH Kpallli CBITOBI
NPaKTUKH, CTAHAAPTH y podeciitHiii aisutbHOCTI B cepi iHGopmaniitHoi 6e3nekn Ta/abo kibepOesneku.

K®3. 3parHicTh AOCHIIKYBaTH, PO3POOIATH 1 CYHpOBOJKYBaTH METOAM Ta 3acoOu iHdopMmaniiiHoi Oe3meku Ta/abo
kibepOe3neku Ha 00’ ekTax iHPOPMAIIHHOT TiSUTPHOCTI Ta KPUTHIHOI iIHQPACTPYKTYPH.

K®10. 3paTtHicTh MPOBaAUTH HAYKOBO-NENAroriyHy IisUIbHICTb, IJIAHYBAaTH HaBYaHHS, KOHTPOJIOBATH 1 CYNPOBOXKYBATH
poOOTY 3 MePCOHAIOM, a TAKOX MPUHMATH ePEKTUBHI pillleHHS 3 TUTaHb iH(QOpMaIiifHOT Oe3nekn Ta/abo KibepOe3meKH.

K®12. 3gartHicTh eeKTUBHO BHUKOPHCTOBYBAaTH Ha MPAKTHUIl Pi3HI Teopii B 00JacTi HaBYaHHS TEXHOJIOTisIM, 3aco0aM Ta
oprasi3aliiiHUM acreKkTaMm 0e3neku 1H(QOopMaliifHUX 1 KOMYHIKAIITHUX CUCTEM Ta MEPEeX.

K®13. 3patHicTh TPOBOAWUTH CHEIliabHI JOCHIIKEHHS 3aco0iB 00poOku iH(opmallii, TeXHIYHHX 3aco0iB Ta 00 €KTiB
1H(hOpMaLIHOT A1SUTBHOCTI.

PHI1. BinpHO cHiuIKyBaTUCh JEpXKaBHOIO Ta 1HO3EMHOIO MOBAMH, YCHO 1 NMHUCHMOBO JJIsi NPEACTaBIEHHS 1 OOTrOBOpPEHHS
pe3ynbTaTiB JOCHTIKeHb Ta IHHOBAIH, 3a0e3meueHHs Oi3Hec\onepaliifHuX MmpoleciB Ta NMuTaHb MPOpeciiHOl MisITBHOCTI B
raiy3i iHopmaiiiHoi 6e3nexu Ta/abo kibepOe3neKu.

PH2. InterpyBatn (yHIaMeHTaJbHI Ta CHEliajbHI 3HAHHSA JUISL PO3B’S3yBaHHs CKJIAJHUX 334ad iH(popMaliiiHoi Oe3nexu
Ta/a00 KibepOe3neKku y MUPOKHX a00 MyIbTUAUCITUIUTIHAPHUX KOHTEKCTAaX.

PH3. IlpoBaauTi IOCHiAHMIBKY Ta/ab0 1HHOBAILiMHY AiAIBHICTE B cdepi iHPopManiiHoi Oe3neku Ta/abo kibepOesmekH, a
TaKoX B cpepl TEXHIYHOTO Ta KpUOTOrpadiuHOro 3aXucTy 1HPopMarlii y KibeprnpocTopi.

PH4. 3actocoByBaTH, iHTErpyBaTH, pO3pOOJIATH, BIPOBAXKYBATH Ta yIOCKOHAIIOBATU CydacHi iH(pOpMaliiHi TEXHOJOTI],
¢b131uH1 Ta MaTeMaTU4HI METO/IU 1 MoJienl B cepi iH(popmMaliiiHoT 6e3neku Ta/abo KibepOe3neKH.

PHS. Kputnuno ocmucioBaty mpobiemu iHpopmaiiiiHoi O6e3neku Ta/abo kibepOe3neku, y TOMy YUCIi Ha MIXKTalTy3eBOMY Ta
MDKJIMCLIUIUIIHAPHOMY PIBHI, 30KpeMa Ha OCHOBI pO3yMIiHHSI HOBUX Pe3yJbTaTiB 1HKEHEPHUX 1 (Pi3MKO-MaTeMaTUYHUX HayK, a
TaKOK PO3BUTKY TE€XHOJIOTiH CTBOPEHHS Ta BUKOPUCTAHHS CIELiaIi30BaHOr0 MPOrPaMHOT0 3a0e3MeUeHHsI.

PH7. OGrpyHToByBaTM BUKOPHCTAaHHS, BIPOBA/PKyBaTH Ta aHaNI3yBaTH Kpalll CBITOBI CTaHAApPTH, MPAKTUKUA 3 METOIO
PO3B’s3aHHS CKJIAJHUX 3a/1a4 MpoeciiiHoi AIsITbHOCTI B rairy3i iHpopmariiiHoi 6e3nexu ta/abo kibepOesneku.

PHS. ocnimxyBatu, po3poOisiTH 1 CyIpOBOJKYBaTH CUCTEMH Ta 3acobu iH(popmauiiiHoi Oe3neku Ta/abo kibepbe3neku Ha



Oo6car OK-12

®opma miICyMKOBOI0
KOHTPOJII0

TepMinu BUKIaaHHS
OK-12

00’exTax iH(popMaIiitHOI AIITBHOCTI Ta KPUTUYHOI iH(PpaCTPyKTypH.

PH17. Marun HaBMYKHM aBTOHOMHOI'O 1 CaMOCTIHHOTO HaBYaHHsA y cdepi 1HopmariitHoi Oe3meku Ta/abo kibepOes3meku i
JOTUYHUX Tally3ei 3HaHb, aHAII3yBaTH BJIACHI OCBITHI MOTPeOU Ta 00’ €KTUBHO OI[IHIOBATH PE3yJIbTaTH HABYAHHS.

PH19. OG6uparu, aHamizyBaTd 1 po3pOOJIATH NPUIATHI THUIOBI aHATITHYHI, PO3PAaxXyHKOBI Ta E€KCIIEPUMEHTAJIbHI METOIU
Ki0ep3axucTy, po3poONATH, peali3oByBaTH Ta CYNPOBO/KYBATH TPOEKTH 3 3axucTy iHdopmarmii y KiGepmpocrtopi,
IHHOBAIIIHOT ISTTBHOCTI Ta 3aXUCTY 1HTEJIIEKTYaJIbHOI BIACHOCTI.

PH20. CraButu Ta BuUpilIyBaTH CKJIAIHI I1H)KCHEPHO-NIPUKIAJHI Ta HAYKOBI 3amayi iHQopmamiiiHoi Oe3nexu Ta/abo
KiOepOe3neKu 3 ypaxyBaHHSIM BUMOT BITUM3HSHUX Ta CBITOBUX CTAHJIAPTIB Ta KPalIUuX MPAKTHK.

PH22. [InanyBaT Ta BUKOHYBAaTH €KCIIEPUMEHTAJIbHI 1 TEOPETUYHI JOCITIKEHHS, BUCYBaTH 1 MEPEBIPATH TiNOTE3U, 00UpaTh
JUIS 1[bOTO TpPHUAATHI METOAM Ta I1HCTPYMEHTH, 3IIMCHIOBATH CTAaTHCTHYHY OOpPOOKY JaHMX, OIIHIOBAaTH JOCTOBIPHICTH
pe3yIbTaTIB JOCITIKEHb, apTYMEHTYBaTH BUCHOBKH.

PH23. O6rpynroByBatH BUOIp HpOrpaMHOro 3a0e3Me4YeHHs, YCTaTKyBaHHS Ta IHCTPYMEHTIB, 1HJKEHEPHHX TEXHOJOTIH 1
IIPOIIECIiB, a TAKOXK OOMEKEHb 00 HUX B ramy3i iHhopMaiiiHo1 Oe3rekn Ta/abo KibepOe3neKn Ha OCHOBI CydyacHUX 3HaHb Y
CYMIKHUX rajiy3sx, HayKOBOi, TEXHIYHOI Ta JOBIJKOBOI JIITEPATypH Ta 1HIIOI JOCTYITHOT iH(hopMariii.

Baraneauii 06csar qucummtiam: 9 kpeautis CKTC (270 rox.).

[TyGniunmii 3axucT kBamidikauiiHoi (0akagaBpcbkoi) podoTu

[TinroroBka kBamidikamiiHoi (6akanaBpcbkoi) poOoTH 3ailcHIOEThC Y 11-My cemecTpi

HopmaTuBHI mocuIaHHSA

1. Tonoxenns IIpo ex3ameHaliifiHy KOMICil0 Ta arecTauilo 3100yBauiB BUIIOI OCBITH B Jlep>kaBHOMY YHIBEPCHUTETI 1HTEIEKTyaJlbHUX TEXHOJOTIH 1
3B’s13Ky (3arBepmkxeHo Buenoto pagoro JIYIT3 mporokon Nel i 10.02.2023 p.) https://suitt.edu.ua/polozennja-duitz;
2. Tlopsnok opranizamii HayKoBOT Ta 1HHOBALIHHOI AisUIbHOCTI B Jlep)kaBHOMY YHIBEpCHUTETI 1HTENEKTyaIbHUX TeXHOJIOTIH 1 3B’s3ky (Haka3z pexropa
JVIT3 Bix 03.02.2021 p. Ne 01-02-32) https://suitt.edu.ua/polozennja-duitz;
3. Ilonoxenns IIpo koMmicito 3 MUTaHb €TUKH Ta aKaJeMIYHOI JO0OpodecHOCTI B JlepKaBHOMY YHIBEPCUTETI 1HTENEKTyalbHUX TEXHOJIOTIH 1 3B’SI3KY
(3arBepmxeHo Buenoro pagoro IYIT3 mporokon Nell Bix 13.07.2022 p.) https://suitt.edu.ua/polozennja-duitz;
4. Tlonoxenns IIpo 3abe3medyeHHs akaieMiuHOI JOOPOYECHOCTI Ta €TUKU B JlepKaBHOMY YHIBEPCHUTETI IHTENEKTyaJbHMX TEXHOJIOTIH 1 3B’S3KY
(3atBepmxeno Buenoro pagoro IYIT3 mporokon Ne8 Bix 23.12.2021 p.) https://suitt.edu.ua/polozennja-duitz;
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Opi€HTOBHI HAIPAMHU HAYKOBHX JTOCJIIIKEHb

Po3poOka Ta orfiHka epeKTUBHOCTI HOBUX AJIITOPUTMIB HIM(PYBAHHS.

BuBueHHsI Ta 3aCTOCYBaHHS METO/IIB KBAHTOBOT Kpunrorpadgii.

Amnani3 Ta onTUMi3allisi METO/1iB MyJIbTU(AKTOPHOI aBTEHTH(DIKAIIi].

Po3po6ka Ta BIIpoBaKEHHS CUCTEM BHSBIICHHS aHOMAIIH B MEPEXkKax.

AmHaii3 Ta 3aXHUCT BiJl aTak Ha OJOKYEHH-TEXHOJIOT1] Ta KPUIITOBATIOTHI CUCTEMH.
HocnimkeHHs Ta 3aXucT Bif arak Ha [HTepHet peueit (IoT).

CrBopenHs cucreM 3axucty Big DDoS-arak.

Po3poOka Ta anpoOaiiisi HOBUX aarOpUTMIB IU(PPOBOTO IMiITUCY.

AmHaii3 Ta BJOCKOHAJICHHS! METOIB BUSBJICHHS 1 OJIOKYBaHHS BipYCiB Ta IIKIUTUBUX IPOTPaM.
Po3poOka Ta BpoBapKEHHS METO/IIB 3aXHUCTY Bl aTak HA XMapHi O0YHCICHHS.
Amnaii3 Ta 3aXHCT BiJl aTak Ha IHTETPOBaHi CUCTEMH YIPABIiHHS.

[ToOynoBa cucTeMu 3aXHCTY Bij aTak HA KPUTHYHY 1HPPACTPYKTYPY.

Po3poOka Ta BIpOBa/KEHHS CUCTEM 3aXHUCTY BiJl PO3MOIUICHHUX aTaK.

AHai3 Ta oNTUMI3allisd MEXaHi13MiB €HAMOIHT-3aXKCTY.

BuBYeHHS Ta 3axHCT Bij atak Ha Mepexi Wi-Fi.

Po3poOxka Ta BIpoBaIxKeHHs. METO/IB M (PYBAaHHS €JIEKTPOHHOT IOLITH.
JlocmiKeHHs Ta 3aXKCT BiJ aTakK Ha onepaliiHi CHCTEMH.

Awnaii3 MeTOIB MiABUIIIEHHS 0e3IEKH MOOUIHLHUAX TOJATKIB.

BnpoBamkeHHs 3aXUCTy Bl aTak Ha CUCTEMH 1HTyCTPI1aJIbHOTO YIIPABIIIHHSL.
Po3po0ka cucteM KOHTPOJIIO Ta YIpPaBIiHHS JOCTYIIOM.

Po3pobka MeToiB MiIBULIIEHHS O€311EKH CUCTEM T'OJIOCOBOTO YIPABIIHHS.
AHaii3 3aXUCTy BiJ] aTak Ha OJIOKYEHH-TIPOTOKOIH.

JlocniKeHHsT METO/I1B 3aXUCTY B1Jl aTaK HAa CUCTEMH €JIEKTPOHHOT'O I'OJI0CYBaHHS.
Po3poOxka Ta arpobariist HOBUX METO/IIB 3aXUCTY BiJl COLIAIBHO-1H)KEHEPHUX aTaK.
[ToOynoBa 3axucTy Bl aTak Ha CUCTEMH LU(POBOT METUIIMHU.
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Indgopmanis npo KOHCYIbTALIL
Ilononeninka y BepecHi-TpyaHi 2023 poky 3 11%° 10 14% rog., 2 nab.xopm. ayn.108

3arajJbHa cxeMa OIiHIOBAHHSA

Cyma GaiiB 3a Bci BUIH IIkana Oninka 3a HAiOHAJIBLHOIO IIKAJIOK0 Baju HapaxoBYWOTHCSI TAKUM YHHOM:
HaBYaJIbHOI I1AJIbHOCTI €EKTC st icmaTy LIS 3Ky
90-100 A BigmigHO
82-89 B 1106
o0pe
74-81 C 3apaxoBaHO 2
64-73 D , 3
60-63 E 3a10B1ILHO ‘: Ouintoeannsa 3Hans 3000yeauie euuioi oceimu
Z  30iiicnioemobca 3a 100-6anvnoro wkanow
=
He 3apaxoBato 3 g Ilpm o(OpMIIEHHI JOKYMEHTIB 3a eK3aMeHaIlliHy
35.59 EX He3a0BiIbHO 3 MOKIIMBICTIO MO>KITHBICTIO 22 CeCil0 BUKOPHCTOBYETHCS TAOIHUILS BIAMIOBITHOCTI
MOBTOPHOTO CKJIa/IaHHs MOBTOPHOTO 8 OIiHIOBaHHS 3HAHb 3100yBaviB BUIIIOi OCBITH 32
CKJIaJaHHS ot .
=  DPI3HMMH CHCTEMaMU
He 3apaxoBaHo 3
He3anoBiasHO 3 000B’ I3KOBUM 000B’I3KOBUM
0'34 F HOBTOpHI/IM BHUBYCHHIAM HOBTOpHI/IM
l]I/ICHI/IHHiHH BUBUYCHHAM
JUCLIUILIIHA

ITosiTHKAa OMAHYBAHHS AW CHUILIIHA



JloTpuMaHHs NPUHOMIIB akajgeMiuHoi go0pouecHocTi: [linroroBka kBamidikamiiHOl (Maricrepchbkoi) poOOTH 3MMIHCHIOETHCS 3100yBayeM BHUIIOi OCBITH
CaMOCTIHHO, Ha 3acajax akajeMiuyHoi JoOpodecHocTi. PoGoTa mpoxoauTh mepeBipKy Ha PiBEHb akaJIeMidyHOi J0OpodyecHOCTI (IJiariaT) i3 3aCTOCYBaHHSIM
3arBepmkenux B JIYIT3 npouenyp, 30kpema nporpamu Unicheck.

Inmi ymoBu: 3100yBay BUIIIOI OCBITH, ITiI KEPIBHUIITBOM HAYKOBOTO KE€pIBHMKA KBasi(hiKaIiiHOi (Marictepchkoi) poOoTH, Oepe aKTUBHY y4acTh Y HAYKOBO-

MPAKTUYHUX 3axofax (KOoHQepeHIii, Kpyrial cTond, KadeapaibHi IUCKYCIiHI MaiigaHuuku, (GOpyMH TOIIO), /1€ MPE3eHTY€E BJIAcHI Ta/ab0 KOJEKTHBHI
HayKOB1/OCBITHI 3100YTKH 3 TEMH JTOCIiHKCHHS.



