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3a cneniaabHicTio 125 KiGepbesneka Ta 3axuct iHbopmartii
rajay3i 3uanb 12 [npopmarriiini TexHomorii
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JIMCT NOT'OAKEHHSA
OCBITHBO-TIPOGECIHHOT TPOrpaMHu
«KibepbOesneka ta 3axucT iHbOopMalii»
Jpyroro (MaricTe€pchbKOro) piBHs BUIIOT OCBITH
3a criewianbHicTio 125 KiGepbe3neka ta 3axuct iHdopmarii

BHECEHO

kadenpa  KibepOe3neku Ta TEXHIYHOTO 3aXUCTY iHPopMaIlii

[TpoTtoxon Ne 10 Big «26» 05 2023 p.
3aB. kadenpu

CXBAJIEHO

B.B. KopuuHchkuii

HaBuanbHO-MeTOAMYHOO pajioro Jlep:KaBHOIO YHIBEPCUTETY 1HTEJIEKTYaJIbHUX

TEXHOJIOTIH 1 3B’ 3Ky
[TpoTokomn Ne 6 Bijm «15» 06 2023 p.
['os10Ba HaBYAIILHO-METOAUYHOL pau

A.T'. JIO)XKOBCHKHI

MOTOJUKEHO 13 CTEMKXOJEPAMM*

IMinnpuemcTBO/Opraunizamis

ITocana

16

'O Acomianis criemianicTiB Kibepoe3nexku

[Ipe3unent

Kopuenko O.T'.

TOB «Koncanturarosa kommanis CIJIKOH»

3actynHuk ['enepaibHOro
TUpEeKTOpa

Txkauenko O.B.

TOB «Po6ept bomr JIT/]»

JIupexTop nenapTrameHTy
1H(pOpMaLIHUX CUCTEM Ta
cucreM Oe3nexu

bapanoscekuii C.B.

*peleH311-BiAryK: HaJaloThCsl y IOJATKY JI0 OCBITHBO-TIpodeciiiHol nporpamu




HHEPEIMOBA

I. OcgitHpO-TIpodheciitna nporpama «KibepOesneka Ta 3axuct iHpopmalii»
HIArOTOBKM 3700yBaviB BHUIIOI OCBITH JpYyroro (MaricTepchbKoro) piBHA 3a
cnemianbHicTio 125 KibGepOe3neka Ta 3axuct iHQopMauii, ramty3l 3HaHb 12
[adopmariiitni TexHomorii po3po0ieHa BiANOBIAHO 10 3aKoHY YKpainu «lIpo Buiry
ocBiTy» Nel556-VII Bix 01.07.2014 p., CranmapTy BHIIIOT OCBITH 3a CIEHIATBHICTIO
125 KibepOe3neka miiss apyroro (MaricTepchbKoro) piBHS BHIIOi  OCBITH,
3arBepxeHoro Hakazom MOH VYkpainu Ne 332 Bix 18.03.2021, BpaxoBye BUMOTH
[Tpodeciiinoro cranaapty «®axiBens chepu 3axucty iHPOpMAILii», 3aTBEPIKEHOTO
HakazoM Anminictpanii Jepxkermen3s’s3ky Ne 715 Big 25.11.2022, 3aTBepkeHa Ta
BBeJieHa B fito pimmenasm Buenoi pagu AYIT3 Bin  gunusa 2023 p., mpotokon Ne

II. Po3poOHMKHN OCBITHBO-NPO(ECIHHOI TPOrpaMHu:

I"apanT ocBiTHBO-TIpOdeciitHOT mporpamMu
Kopuuncekuii Bonoaumup BiktopoBuu, a.T.H., npod., 3aB. kad. KibepOe3neku Ta
TEXHIYHOI0 3aXUCTy 1H(hOopMarllii

Unenn poboyoi rpynu:

Baciniy €Bren BiktopoBuu, 1.T.H., mpod.,
mpod. kad. Kidbepbe3nekn Ta TEXHITHOTO
3axucTy iHpopMaIIii

Kinbaimes Biraniii Mocunosuy, K.T.H., 1011,
no1l. kad. KibepOesneku Ta TeXHIYHOTO
3axXUCTy 1HpOopMalii

Kononosuu Bonogumup ['puroposuy, K.T.H.,
notl., o1l kad. KibepOesneku Ta TEXHIYHOTO
3axXUCTy 1HpOopMaIrii




1. MPO®LITHb OCBITHHOI-IIPO®ECIMHOI TPOT'PAMHA
«KIBEPBE3IEKA TA 3AXUCT IH®OPMAIIII»

NiAroToBKHU MaricTpis B rauaysi 12 Ingopmaniiini Texnosorii
3i cneniaabHocTi 125 «KidepOe3neka Ta 3axuct iHpopmanii»

1 — 3araabHa indopmanin

IloBHa Ha3Ba BUIIOTO Jlep>kaBHUHM YHIBEPCUTET IHTENIEKTYaJIbHUX TEXHOJIOTIH 1 3B’ SI3KYy
HABYAJBHOI0 3aKJIAXy dakynbreT [HQOpMAITIITHUX TEXHOJIOTIH Ta KioepOe3neKn

Ta CTPYKTYPHOIO Kadenpa KibepOesneku Ta TEXHIYHOTO 3aXUCTY 1H(popmarii
niapo3ainy

Cryninb Buioi ocsitn | CTymiHp — Marictp
Ta Ha3Ba KBaJjidikauii KBamnidikaris — maricTp 3 kibepbe3neku Ta 3aXucty iHpopmarii
MOBOIO OPHTiHATY

Odiuiiina Ha3Ba KiGep6e3neka Ta 3axuct iHpopmarii
OCBITHBOI IPOrpamMu

Tun qumiiomy ta odcar | luruiom marictpa, OTUHUYHHMA

OCBITHBOI IpOrpamMu O6c¢sr kpeautiB EKTC, HeoOXiqHMI A5 3700y TTS APyTroro
(MaricTepchbKoro) CTymneHs BUIIOT OCBITH:

Ha 0a3i cryneHs «bakanaBp» ctaHoBUTh 90 kpenutiB CKTC.
Tepmin HaBuanHs 1 pik 4 micsit

HasiBuicTh akpenuTanii | OcTaHHS aKpeAUTALlif:
Ceptudikar npo akpenurarito Y Ne 16014202 Big 19.05.2021,
Bumannii AK

Huxn/piBenn HPK Vxkpainu — 7 piBenb, QF-EHEA — npyruit nux,
EQF-LLL — 7 piBeHb

IlepenymoBu Ocoba mae mpaBo 3700yBaTH CTYIiHb MaricTpa 3a YMOBH
HasiBHOCTI B HET CTyIIeHsI OakaiaBpa

Moga(1) BUKJIATAHHS YkpaiHcbKa MOBa

Tepmin aii ocBiTHBOI J1o TOBHOTO 3aBEepIICHHS MEePioy HABYAHHS a00 HACTYITHOTO

nporpamu OHOBJICHHSI IPOTpamMu

InTepHeTr-agpeca suitt.edu.ua

MOCTII{HOT 0 PO3MillleHHS
ONHUCY OCBITHBOI
NporpamMu

2 — MeTta oCBiTHBOI IpOrpamMu

3abe3nedeHHs GpyHaaMeHTaIbHOI Ta MpodeciiHOl MiATOTOBKY; IHTETpallis HayKOBO-JOCIiTHO,
IHHOBAIITHOI MiSUTPHOCTI 1 HABYAIILHOTO TPOIIECY; Opi€HTAlis Ha MDKHApPOIHI BUMOTH Ta
cTaHgaptu B cdepi kibepOe3meku Ta 3axucTy iHQopMallii, CBITOBI HAyKOBI JOCATHEHHS,
JyanbHa OCBITa, OPIEHTAIlisl HA BUMOTH PUHKY IIpalli.

[TizroroBka mpodecioHaniB, 3MaTHUX 3a0e3ledyyBaTH 3axMIICHICTh iHopMalii, 1m0
00poONseETbC Ta TEpenaeTbcss B iHPOPMAIIHO-KOMYHIKAIMHUX — CHCTEMax, BiJ
HECaHKI[IOHOBaHUX i 3 1H(pOpMaIli€l0, Bl BUTOKY TEXHIYHUMHU KaHajJaMU Ta CHEIlaJbHUX
BILTUBIB Ha 3aco0u 00poOku iHhopmarii.

Interpamiss B OCBITHIO Tporpamy Mpo¢eciiHuX KOMIETEHIill, 3HaHb, YMiHb Ta HaBHYOK
npodeciiiHoro cranmapty «DaxiBens chepu 3axucTy iHhopMarii».




3 - XapakTepHCTHKAa OCBITHBOI IPOrpaMu

IIpenmerna odJactb
(rany3b 3HaHb,
crneniajbHICTh,
cneniamizanis (3a
HASIBHOCTI)

Tanyss 3nany: 12 TadopmariiitHi TexHOIOTIi

Cneyianvnicms. 125 KibepOesneka Ta 3axuct iHpopmarii

06 ’exkm suguenns ma npogheciinoi OisnbHOCMi:

— CydYacHi TpOIecH IOCHiKCHHS, aHaji3y, CTBOPEHHS Ta
3a0e3neueHHs (YHKIIOHYBaHHS i1H(OpPMAIIHUX CHUCTEM 1
TEXHOJIOTiH, iHIWX Oi3Hec-omepaniiHuX TMPOIECiB Ha
00’ekTax 1HPOpMAIIMHOI ISUTBHOCTI Ta KPUTHUYHUX
iHppacTpykTyp cdepu iHdpopMmarmiitHOi Oe3neku Ta/abo
kiOepOe3nexu;

— iHdopmaniiiHi cucremMu  (iHPOpMaLiIHHO-KOMYHIKaIiiHI,
1H(opMaLifHO-TEIEKOMYHIKAI[IliHI, aBTOMAaTU30BaHl) Ta
TEXHOJIOTIT;

— iH(ppacTpykTypa 00’ekTiB iH()OpPMAILIIHOI OiSTBHOCTI Ta
KPUTUYHUX 1HYPaACTPYKTYyp;

— CHCTEMH Ta KOMIUIEKCH CTBOPEHHS, OOpoOKH, mepenadi,
30epiraHHs, 3HUIICHHS, 3aXUCTy Ta BITOOpa)KEHHS TaHUX
(iHpopMaIiitHIX MOTOKIB);

— iHdopmamliiiHi pecypcH pi3HUX KiaciB (B T.4. JepXaBHI
1H(popMalliiiHI pecypcH);

— TMporpaMHE Ta MpOTpaMHO-amapaTHe 3abe3neueHHs (3acooun)
Kibep3axucry;

— CcHCTEeMH ympaBiiHHA iH(opMariiiHol0 Oe3nekoro Ta/abo
Ki0epOe3neKoro;

— TEXHOJIOTii, MEeTOAHW, MOJeil Ta 3acobu iHdopMaIliiHOl
Oe3neku Ta/abo KibepOesneku;

— KOMIUJICKCHI CHUCTeMH 3axXUCTy iHQopmarii iHpopMaLiiHuX,
€JIEKTPOHHUX KOMYHIKaIiHHUX Ta iHpOopManiiHO-
KOMYHIKAI[IHHUX CUCTEM.

Lini nasuannz: IlinroToBka ¢axiBIliB, 3JaTHUX PO3B’A3yBaTU

3aa4l JIOCHITHUIIBKOTO Ta/a00 I1HHOBAIIHHOTO XapakTepy y

chepi  3axucry  iHdopmamii,  iHdopmamiiiHoi  Ta/abo

KibepOe3nexy.

Teopemuunuii 3micm npeomemuoi obnacmi: TeopeTHUdHi 3acaau

HayKOEMHHUX TEXHOJIOT1H, ¢biznuni i MaTeMaTH4H1

dbyHIaMeHTabHI 3HAHHSA, Teopii imeHTH(ikamii Ta NTPUHHATTS

pillIeHb, CHCTEMHOTO aHaJi3y, CKIaJHUX CHCTEM, MOJICITIOBAaHHS Ta
onTHUMi3allii MpPOIECiB, TeOopis MaTeMaTU4YHOI CTaTHUCTHUKH,

KpUNTOrpadiuHOro Ta TEXHIYHOTO 3aXUCTy iH(popmarii, Teopil

PH3HKIB Ta IHIIMX MDKAUCIUILTIHAPHUX TEOPIH 1 MPAKTHK Y Taly3i

iHpopMariifHoi 6e3mexu Ta/abo KibepOe3neKy.

Memoou, memoouxu ma mexnonoeii: Metonu, MOJIeI,

METOAMKH Ta TEXHOJOrii CTBOpEeHHs, OOpoOKH, Tmepenadi,

MPUIIMaHHS, 3HUIICHHS, BiTOOpakeHHs, 3aXKCTy (KiOep3axucTy)

iHpopMaLIMHUX PEeCypCiB y KiOEpMpPOCTOpI, @ TAKOK METOAH Ta

Mozeni  po3poOKM Ta  BHUKOPUCTaHHS  MPUKIAJAHOTO 1

CIEIiaTi30BaHOTO MPOTPAMHOTO 3a0€3MEUYCHHS ISl BUPIIICHHS




npodeciiHuX 3a7a4 B Taiy3i iHpopMaliiHoi Oe3rneku Ta/abo
Kibepbe3nexu.

TexHonorii, Meroau Ta MOJENI JOCTIIKEHHS, aHali3y,
yIpaBiIiHHA Ta 3a0e3rnedeHHs Oi3Hec/onepamiiHuX MPOIECiB 13
3aCTOCYBaHHSM  CYKyNHOCTI ~ HOPMATHUBHO-TIPABOBUX  Ta
Oprafi3aiifHO-TeXHIYHUX  METOMIB 1 3aco0iB  3aXHCTy
iHpOpMaLIHHUX pecypciB y KiOepIpoCcTopi.

Incmpymenmu ma obaadnanus. 3acoOu, MPUCTPOI, MEPEKHE
YCTaTKyBaHHS Ta CEpENIOBHINE, NPUKIATHE Ta CIIeIiai3oBaHe
nporpamMHe 3a0e3NeyeHHs, aBTOMAaTHU30BaHI CUCTEMH Ta
KOMIUIEKCH  TPOEKTYBaHHS, MOJEIIOBAaHHs], eKCIUTyararlii,
KOHTPOJIIO, MOHITOPUHTY, OOpOOKH, BiJOOpaKeHHS Ta 3aXHCTy
nanux (iHGOpMamiiHUX IMOTOKIB), @ TAKOX METOIM 1 MOZEI
Teopii pU3UKIB Ta YIpaBIiHHS 1HPOPMAIIHHUME pecypcamu pu
JNOCTI/DKeHHI 1 CYIpPOBOJUKEHHI 00’€KTiB  iH(popMaliifHol
oisubHOCTI  y  ramy3i  iHQopmamiiiHOi  Oe3meku  Ta/abo
KibepOe3nexy.

Opienranisi 0cBiTHBOT
NporpamMu

OcsiTHbO-TIpO(eciitHa

OcHoBHuii gokyc
OCBITHBOI MporpamMu

[TinroroBka mpodecionaniB, 3AaTHUX 10 I1HHOBAIIIHHOI Ta
HAYKOBO-IOCTIAHUIIBKOT ISUTBHOCTI npu JOCIIIIKEHHI,
NPOEKTYBaHHI, MOJEpHi3allii, BIPOBAHKEHHI Ta eKCIUTyaTarii
CydacHHX CHCTEM Ta TEXHOJIOTiH iHQopmariiiHoi Ta/abo
KiOepOe3neKy; MAroToBKa J0 BUKOHAHHS OCHOBHHMX TPYIOBHX
¢byukii 3a mpodeciero «Paxienp chepu 3axucty iHpopmartii,
kon 2139.2.

Kniouosi cnosa: xibepHernuna Oesrneka, iHpopmariiiHa Oe3mnexa,
cucteMu 1 TexHoiorii iH(popmariitHOT Ta  KibepOesmekH,
KOMIUIEKCHI cucteMu Oe3mneku; Oe3neka 00 €KTIB KPUTHUYHOT
iH(hpacTpyKTypH; KPUOTOJOTISA; YOpaBliHHA iH(OpMaIiifHO0
0e31eKoro.

OcobauBocTi nporpamu

Po3pobrmiena 3  ypaxyBaHHSAM  MDKHApOJHUX  CTaHIApTIB,
peKOMEHJAII Ta TMPaKTHK MIOAO CTYJIEHTOIICHTPOBAHOTO
HaBYAHHS.

Po3pobnena 3 BpaxyBaHHSM OCHOBHHX TPYIOBUX (YHKIIH Ta
npodeciiHux KoMIEeTeHIIIH podeciitHoro cranmapty «dDaxiBernb
chepun 3axucty iHdopmarii», 3aTBEPIKEHOTO  HAKa30M
Anminictpanii Hepxenen3s’sizky Ne 715 Bix 25.11.2022.
[lepenbavyae TpyHTOBHY (yHOAMEHTAIBHY IMIATOTOBKY Y
MOEAHAHHI 13 CydacHOK TpodeciiHO MiATOTOBKOKO, sKa
JIO3BOJISIE  TPOBOJIUTH  HAYKOBO-ZIOCHTIAHY Ta  I1HHOBAIIWHY
TISIBHICTH 1 TpalioBaTH 3 HAYKOEMHUMH  TEXHOJOTISIMHU
KibepOe3nexH.

BpaxoBye 0coOIMBOCTI PO3BUTKY CIICIIaTLHOCTI Ta PUHKY TIpalli
NUISIXOM  3aJIydeHHsI pOOOTOMABIIIB, SIK 3O0BHIIIHIX ayJUTOPIB
HaBYAJbHUX TPOTpaM 3 METOK  MIATBEP/DKCHHS  iXHBOT
PEIIEBAHTHOCTI.




OpienToBaHa HA MAPTHEPCTBO 13 BITYU3HIHUMU Ta 3aKOPIOHHUMU
3aKJIaJJaMU OCBITH Ta HayKH, MPUBATHUM CEKTOPOM, HAYKOBILISIMH
Ta MpaKTUKaMHU, repeadayae yuyacTb y MXKHApPOJHUX Iporpamax 3
METOIO ITiJIBUILIEHHS SIKOCT1 OCBITH.

[Tepenbauae nyanbHy OCBITY.

4 — IlpugaTHiCTh BUIIYCKHUKIB

A0 MPAuEBJAITYBAHHA Ta MOAAJLINOI0 HABYaAHHA

IpunaTHicTh 10
npaneBJaAITYBAHHSA

Bumn exoHOMIYHOI OisIBHOCTI  3rigHO 3  HamoHamsHUM
kinacudikaropom Ykpainu K 009:2010 «Knacudikamist BuaiB
E€KOHOMIYHOT JisSTTHHOCTI»:

Cekis J, po3ain 62, rpymna 62.0 — KoM’ roTepHe mporpamMmyBaHHS,
KOHCYJIbTYBaHHSI Ta TIOB’si3aHa 3 HUMH JISUTbHICTB, PO3IiT 63,
rpyna 63.9 — Haganns iHmmx iHGopManiifHuX MOCIYT.

Cexuiss M, pozain 71, rpyna 71.2 — TexHiuHi BUNPOOYBaHHS Ta
JOCIIDKeHHST; po3ain 74, rpyna 74.9 — Inma npodeciiina, HaykoBa
Ta TEXHIYHA TISUILHICTD.

Bunu mnpodeciitHoi  mismpHOCTI  3rigHO 3 HamionanbHUM
knacudikaropom  Ykpainm JK 003:2010 «Knacudikarop
npodeciii»:

Poznin 2 — Ilpodecionanu, Kinac 213 — Ilpodecionanu B ramysi
oOuucnenp (koM torepu3aitii), migkiaac 2139 — [Ipodecionanu B
THIIMX TaTy3sSX 00YUCIIEeHb (KOMI FOTepr3allii).

IHomaabine HAaBYAHHSA

MoOXIIMBICTh HABYAHHS Ha TPETHOMY (OCBITHHO-HAyKOBOMY) PiBHI
Bumoi ocBit (HPK Ykpainu — 8, piBenp QF-EHEA — Tpertiit
ki, EQF-LLL — 8 piBenb).

5 — BukjaaganHs Ta OiHIOBAHHSA

Buxkiaaganus ta
HABYAHHSA

[TpoGiieMHO-OpiEHTOBAaHE Ta CTYJICHTOLICHTPOBAHE HABYaHHS 13
3aMpOBa/KEHHSM B OCBITHIN MPOIEC 1HAUBIAYaIbHOT TPAEKTOPIT
HaBYaHHS Ta 3a0e3MeYCHHSIM MPUHIUIIB aKaJeMI4HO1 CBOOOIH.
KoMmOinamiss  nexmiid, MyJIbTUMENIMHUX JIeKIid, CceMiHapiB,
JOCIT THUIIPKUX IPAKTHYHUX 3aHATh, BAKOHAHHS TIPOCKTIB (B TOMY
YUCI KOMaHAHHMX) CaMOCTIHHO Ta 3a y4YacTIO MEHTOPIB BIJ
KOMITaHIA-CTeHKXOJIePiB, y4acTh y KOHKYpCax Ta XaKaTOHaX,
CaMOHaBYaHHS.

Ha 3axuct kBamidikamiiiHux poOiT (MPOEKTiB) 3ampoIIyIOThCS
MPEeACTaBHUKH KOMIaHIH-CTEHKX0JIIEPiB.

Metonu HaBuaHHsS 1 BHKJIAJaHHA Oa3ylOThCS Ha MPHHIMIAX
cBoOOIM cioOBa 1 TBOPYOCTI, 3aCTOCYBAaHHS IPOEKTHHUX
METOJIiB pOOOTH, MOMIMPEHHS 3HAaHb Ta iH(OpMaIii, MO€eIHAHHI
HaBYaHHS, JOCII/DKEHb Ta BUKOHAHHS HAaBYAJIBHUX MPOEKTIB i
94ac OCBITHBOTO IPOIIECY.

OuinoBanus

O1iHIOBaHHS 3HaHb CTY/ICHTIB 3/IIHCHIOETHCS Y BIATIOBITHOCTI 0
[TosmoskeHHS PO OIIHIOBAHHS 3HaHb CTyaeHTIB JIYIT3.
Ex3ameHu, 3amiku, 3aXHCT 3BITY 3 NMPAKTUKH, 3aXHUCT KYyPCOBHUX
pOOIT (MIPOEKTIB), MyOIIYHMIA 3aXUCT KBaTi(iKaiiifHOT poOOTH.
O1iHIOBaHHS HABYAJILHUX JOCATHEHb CTY/ICHTIB 3IHCHIOETHCS 3a
HAI[IOHAJILHOKO ~ IIKaJIo  (BiAMIHHO, J00pe, 3aJ0BUIBHO,




HE33/IOBUIBHO;  3apaxoBaHO, He3apaxoBaHo); 100-6anpHOIO
mkasoro Ta mkanow ECTS (A, B, C, D, E, FX, F)

6 — IIlporpaMHi KOMIIETEHTHOCTI

InTerpanbHa
KOMIIETEHTHICTh

KI-1. 3marnHicTh 0ocoOM poO3B’sI3yBaTH 3ajadvi JOCIITHUIBKOTO
Ta/abo 1HHOBALIMHOTO XapakTepy y chepi iHpopmaiitHoi Oe3mexu
Ta/abo kibepbe3mnexu.

3arajbHi
KOMIIETEHTHOCTI

K31. 3gaTHicTh 3aCTOCOBYBATH 3HAHHS Yy IPAKTUYHUX CUTYALIISIX.
K32. 3paTHicTe TPOBOAWTH AOCTIHKEHHS Ha BIANOBIIHOMY
piBHI.

K33. 3naTHicTh 10 aOCTPaKTHOTO MUCIICHHS, aHAJI3Y T4 CHHTE3Y.
K34. 3partHicte omiHoBatTH Ta 3a0e3nedyBaTH  SIKICTh
BUKOHYBaHUX POOIT.

K35. 3paTtHicTh cHoinKyBaTHCs 3 TPEACTaBHUKAMHU  1HIIUX
npodeciiHUX TPy Pi3HOTO PiBHS (3 EKCIEPTaMU 3 1HIIUX TraTy3ei
3HaHb / BUJIB €KOHOMIYHOI JIISTTLHOCTI).

daxosBi
KOMIIETEHTHOCTI

K®1. 3parnHicTh OOrpyHTOBAaHO 3aCTOCOBYBATH, IHTETPYBaTH,
pO3poOIATH Ta yAOCKOHAIIOBAaTH cyd4acHi iHopMalliiHi
TEXHOJIOT11, (PI3UYHI Ta MATEMAaTHYHI MOJIEII, & TAKOXK TEXHOJIOT11
CTBOPEHHSI Ta BUKOPHCTaHHS MPHUKJIATHOTO 1 CIENiaTi30BaHOTO
MIPOTrpamMHOTO 3a0e3eueHHs AJI BUpIeHHs TpodeciitHux 3a1a4
y cdepi iHdopmariitHoi 6e3nexu Ta/ado KibepOe3neKu.

K®2. 3natHicTs po3po0miaTH, BIOPOBAKYBAaTH Ta aHATiI3yBaTH
HOPMATHBHI JTOKYMEHTH, TOJOXEHHS, IHCTPYKIii W BHUMOTH
TEXHIYHOTO Ta OpraHI3aIlifHOTO CIHPSAMYBaHHA, a TaKOX
IHTErpyBaTH, aHali3yBaTH 1 BUKOPHUCTOBYBATH Kpallli CBITOBI
NpPaKTUKW, CTaHIApTH Yy mpodeciiiHii IismbHOCTI B cdepi
iH(popMariifHO1 Oe3rekn Ta/abo KidepOe3neKH.

K®3. 3naTHicTh AOCHIHKYBATH, PO3POOIATH 1 CYyIIPOBOIKYBATH
METOJIU Ta 3aco0u iHdopmaliitHoi 6e3neku Ta/abo kidbepOe3neku
Ha oO0’ekTax iHpOpMaUiIHHOI MISIBHOCTI Ta  KPUTHUYHOL
1H(}pacTpyKTypH.

K®4. 3natHicTe aHami3zyBaTH, po3poOJsTH 1 CyImpPOBOIKYBATH
CHUCTeMY YIpaBiiHHA iH(popMamiiiHOO Oe3nekoro Ta/abo
KibepOe3nekoro opraizaiii, (JOpMyBaTH CTPATETiIO 1 MOJITHKH
iHpopManiifHOT Oe3nekn 3 ypaxyBaHHSIM BITUM3HSHUX 1
MDKHApPOJHHUX CTAaHIAPTIB Ta BUMOT.

K®S5. 3patnHicte 00 OOCHIHKEHHS, CUCTEMHOTO aHamily Ta
3abe3neueHHs Oe3nepepBHOCTI Oi3Hec/onepaniiHuX MPOLECiB 3
METOI0 BHU3HAUEHHS BPA3JIMBOCTEN 1H(OpMALIWHUX CUCTEM Ta
pecypciB, aHaNI3y PU3MKIB Ta BU3HAYCHHS OI[IHKU iX BIUIMBY Yy
BIIMOBIAHOCTI 7O BCTAHOBJEHOI CTpaTerii 1 MONITHKHU
iHpopmaniiiHoi 6e3nexu Ta/abo kibepOesneku opraHizartii.

K®6. 3naTHicTh aHani3yBaTH, KOHTPOJIIOBATH Ta 3a0e3MevyBaTu
CHUCTEMYy YTPABIIHHSA JOCTYIOM 10 1HGOpMAIIHUX pecypciB
3TiTHO BCTaHOBIEHOI cTparterii 1 MONITUKH 1H(OPMAaLIHHOT
Oe3neku Ta/abo kibepOesnekn opraHizarii.




K®7. 3naTHicTh mOCHIIKYBaTH, pO3pOOIIATH Ta BIPOBAKYBATH
METOIM 1 3axoau mpoTHii KiOepiHIHMAEHTaM, 3A1NCHIOBATH
NPOIEypH YIPABIiHHSA, KOHTPOIIO Ta PO3CIiAyBaHHS, a TAKOXK
HAJaBaTH PEKOMEHJAIl MO0 TOMEPEDKEHHS Ta aHali3y
KIOEpIHIIMICHTIB B IIJIOMY.

K®8. 3gatHicTh goCHiIKyBaTH, PO3pOOISATH, BIPOBAIKYBATH Ta
CYNPOBO/IKYBAaTH METOAM 1 3aco0u KpumnrorpadigyHoro Ta
TEXHIYHOTO 3aXUCTy iH(popmamnii Ha 00’ekTax iHpopMamiiHOT
JISITBHOCTI Ta KPUTHYHOI 1HGPACTPYKTYpH, B 1H(GOpMAIITHUX
CHUCTeMaX, a TaKOX 3[aTHICTh OIIHIOBAaTH €(EeKTHBHICTh iX
BUKOPUCTAHHS, 3TiTHO BCTAHOBJIEHOi CTpaTerii 1 MOJITHKH
iH(popMariifHO1 Oe3nekn Ta/abo KibepOe3neKn opranizaiii.

K®9. 3natHicTe aHami3zyBaTH, po3poOJsTH 1 CyImpPOBOKYBATH
CUCTEMY ayJIuTy Ta MOHITOPHHTY €(eKTUBHOCTI
¢yHKIiOHYBaHHS  iHGOpPMALIMHUX CHCTEM 1 TEXHOJOTIH,
0i3Hec/onepaliifHuX TpoIeciB B Taiy3i iHpopMamiifHoi 6e3meKn
Ta/ab0 kibepOe3neKku opranizalii B miioMy.

K®10. 3naTHicTh MPOBAagUTH HAYKOBO-NEAATOTIYHY MAisUIbHICTS,
IUTaHYBaTH HAaBYaHHs, KOHTPOJIIOBATH 1 CYNPOBOKYBAaTH POOOTY
3 TIEPCOHAJIOM, a TaKOXX NpUHMAaTH eQeKTHBHI PIllICHHS 3 MHTaHb
iHpopMmariifHoi 6e3mexu Ta/abo KibepOe3neKy.

K®11. 3naTHicTh po3poOasTH Ta BIPOBAKYBaTH KOMILJIEKCHY
CHCTEMY 3aXHUCTy iH(oOpMalii, 10 NPOTUAie 6araTboM pi3HUM 32
IPHUPOJIOI0 3arpo3am (KibepaTaku 3 OOKy iHCaiiiepiB Ta Xakepis,
3]1aM MpOTpam, BIpyCH, MePEeXOoIuieHHs TpadiKy, MOMUIKH TOIIIO).
K®12. 3naTHicTh €peKTUBHO BUKOPUCTOBYBATH Ha MIPAKTHULI pi3HI
Teopii B 00NMacTi HaBYAHHA TEXHOJOTIsM, 3acobamM  Ta
OpraHizalliiHUM  acmekTaMm  Oe3meku  iHpopMmamiiHuX i
KOMYHIKAI[IHHUX CUCTEM Ta MEPEK.

K®13. 3gartHicTh NMpOBOAUTH CIeliaibHI JOCTIIKEHHS 3aco0iB
00poOku  iHpopMallii, TEeXHIYHMX 3aco0iB Ta 00 €KTiB
1H(hOpMaLIHOT AISUTBHOCTI.

K®14. 3naTHicTh 3Mi1CHIOBATH TOCTIHHUN MOHITOPUHT Ta ayJIuT
3arpo3 Ans iHdopMallii Ta BIAMOBIIHY MOJAEpHi3aliio (I0poOKy)
CHCTEM 1 KOMIUJIEKCIB 3aXUCTy iHpOpMALii .

K®15. 3parHicTh  TpPOBOAWTH  MPOUEAYPU  CKaHYBAaHHS
BpPa3IMBOCTEH 1 PO3MI3HABAHHS BPa3JIMBOCTEH B CHCTEMax
Oe3mnexwu.

K®16. 3naTHicTh aHani3yBaTé MoTpeOM Ta BUMOTH KOPHCTYBayiB
(3aMOBHMKIB) 1010 3aXUCTY iHPOpMAIIii Ta KiIOEP3aXUCTy 3 METOIO
BIIPOBADKEHHS CHCTEM Ta KOMIUIEKCIB 3aXHUCTy 1H(POpMAIii.
K®17. 3naTHicTh aHaAMi3yBaTH MPOEKTHI OOMEKEHHS Ta MOMJIUBI
KOMITPOMICH cucTeMU Oe3neku iHdopmailii (KOMIIEKCHOT CUCTEMH
3axHcTy iH(popMariii).

K®18. 3gatHicTh MPOBOAWTH OILIHKY BiJNOBITHOCTI (aTecTarito)
KOMIUIEKCIB TEXHIYHOTO 3aXHCTy iH(popMmarii.




7 — Pe3yjibTaTH HABYAHHS

PHI

BinbHO cHisIKyBaTHCh JEpKABHOIO Ta 1HO3EMHOIO MOBaMH, YCHO 1
MUCHMOBO UL TIPEIICTABICHHS 1 OOTOBOPEHHS pE3yJbTaTiB
JIOCJII/DKeHb Ta 1HHOBAIM, 3a0e3redeHHs Oi3Hec\omepariiHux
NpoLeciB  Ta MUTaHb MNPOQEciiiHOi AiISNIBHOCTI B Talmys3i
iHpopManiiiHoi 6e3nexu Ta/abo Kibepoe3neKu.

PH2

IarerpyBatn (QyHmaMeHTanbHI Ta CHEHialdbHI 3HAHHS IS
pPO3B’sA3yBaHHs CKIAAHUX 3a/ad iHpopmariitHoi 6e3meku Ta/abo
kibepOe3nekn y MUPOKUX ab0  MyJIbTHIUCIUILTIHAPHUX
KOHTEKCTax.

PH3

[TpoBamuTH MOCHITHUIBKY Ta/a00 IHHOBAIIWHY MisSUIBHICTH B
chepi iHDOpMariitHOT Oe3reku Ta/abo kibepOe3neKku, a TaKoXK B
cdepl TeXHIYHOTO Ta KpUMNTOrpadiyHOro 3aXUCTy iHopMmalii y
kibepmpocTopi.

PH4

3acTOoCOBYBATH, IHTETPYBaTH, PO3pPOOIATH, BIPOBAKYBATH Ta
YIOCKOHATIOBATH Cy4acHi iHdopmaliiiiHi TexHoJorii, (Gi3udHi Ta
MaTeMaTH4HI MeToau 1 Mozeni B cepi iHdopmariitHoi Ge3nexu
Ta/abo kibepbes3nexu.

PHS

Kputnuno ocmmucmoBatd mpoOiaemMu iHMOpMaIiHOT Oe3MmeKu
Ta/abo kibepOe3meku, y TOMYy UHCII Ha MIKraay3eBOMY Ta
MDKJIUCIMIUTIHAPHOMY DiBHI, 30KpeMa Ha OCHOBI pO3YMiHHS
HOBHX PE3YJIbTaTiB IHKCHEPHHX 1 (PI3MKO-MaTEeMaTHYHUX HAYK, a
TAaKO’)X PO3BUTKY TEXHOJIOTIH CTBOPEHHS Ta BUKOPUCTAHHSA
CIEI[iai30BaHOT0 MIPOrPAMHOT0 3a0€3MeUEHHS.

PH6

AHami3yBaTH Ta OLIHIOBATH 3aXHIIEHICTh CUCTEM, KOMILIEKCIB Ta
3ac00iB KiOep3axucTy, TEXHOJOTI] CTBOPEHHsSI Ta BHKOPHCTAHHS
CITeI1aJII30BaHOTO MPOTPAMHOTO 3a0€3MeUCHHS.

PH7

OOrpyHTOBYBaTH BUKOPUCTAHHS, BIPOBA)KYBaTH Ta aHAIi3yBaTH
Kpalli CBITOBI CTaHIApTH, NPAKTUKH 3 METOI0 DPO3B’S3aHHS
CKJIaJTHUX 3a/1a4 PO eCiifHOT qisUTbHOCTI B ramy3i iHhopMariitHo1
Oe3reku Ta/abo kidbepOe3neKu.

PHS

HocnimxyBaTi, po3poOisITH 1 CYNPOBOKYBAaTH CHUCTEMH Ta
3acoOu iHpopMaIlliitHoi 6e3neKku Ta/ado KibepOe3nekn Ha 00’ eKTax
iH(OPMAIIHOT TISUTEHOCTI Ta KPUTHIHOT IHPPACTPYKTYPH.

PHO9

AmHamizyBaTH, pO3pOONSATH 1  CyNpOBOJDKYBaTH  CHCTEMY
yrpaBiIiHHA 1HQOpMaLiiHOIO Oe3mekol0 Ta/abo KibepOe3meKoro
opranizanii Ha 6a3i cTpaTerii i momiTHKY iHQOopMaIiitHOT Oe3neKy.

PHI0

3abe3mneuyBaTi Oe3MepepBHICTh Oi3HEC/OMepalifHuX MPOIECiB, a
TaKOXX BHUABIATH Ypa3IMBOCTI 1HPOpPMAIIHHUX CHCTEM Ta
pecypciB, aHai3yBaTH Ta OLIHIOBATH PU3UKU 171 iHPOpMaLiifHOT
Oe3neku Ta/abo KibepOe3nekn opraHizariii.

PHI11

AHanizyBaTH, KOHTPOJIIOBaTH Ta 3abe3nedyBaTH e(eKTHBHE
(GYHKIIOHYBaHHS ~ CHCTEMM  YHPABIIHHS  JOCTYyIIOM  JIO
iHpOpMaLiIHHUX pecypcCiB BIAMOBIAHO 10 BCTAHOBJICHUX CTpATerii
1 momituku iH(OpMamiitHOi Oe3neku Ta/abo KibepOe3nmexu
oprasizarii.




PHI2

JocmimKyBaTi, po3po0IsSTH Ta BIPOBAKYyBATH METOIH 1 3aX0I1
IPOTUALT KiOepiHIIeHTaM, 3I1HCHIOBATH npoueaypu
YIpaBIiHHSA, KOHTPOJIO Ta PO3CIiAyBaHHS, a TaKOX HaJaBaTh
pPEeKOMEHAIIi 11010 MOTIePEKCHHS Ta aHaJli3y KiOepiHIIUICHTIB
B LIJTOMY.

PHI13

JocnimpkyBaTH, po3po0isTH, BIIPOBA/I)KyBaTH Ta
BUKOPHCTOBYBAaTH METOIM Ta 3aco0M KpunrTorpadigHoro ta
TEXHIYHOTO 3aXUCTy iH(popMallii Oi3HeC/onepariitHuX MPoIIeCiB, a
TaKOX aHali3yBaTH 1 HaJAaBaTH OIIHKY e(EeKTUBHOCTI iX
BUKODUCTaHHA B 1H(OpMalIMHUX cHcTeMax, Ha 00’ eKTax
iHpOopManiiHOl JisSUTBHOCTI Ta KPUTHYHOT 1HPPACTPYKTYPH.

PHI14

AHanizyBaTH, po3po0JIsSTH 1 CYPOBOKYBATH CUCTEMY ayUTy Ta
MOHITOPHHTY €(EeKTUBHOCTI (YHKIIOHYBaHHS 1H(pOpMAIiHIX
CHCTEM 1 TexHoJorii, Oi3Hec\omepauiiHux mpoueciB y cdepi
iH(popMariifHoi Ta\abo KibepOe3neKkn B IIOMY.

PHI15

3pO3yMiJIO 1 HEIBO3HAYHO JIOHOCHTH BJIACHI BUCHOBKH 3 TIPOOJIEM
iH(dopmariitHo1 Oe3meku Ta/abo kidbepOe3nexku, a TAKOK 3HAHHS Ta
MOSICHEHHSI, 10 X OOIPYHTOBYIOTH JI0 IEPCOHAy, MapTHEPIB Ta
IHIIUX 0Ci0.

PHI16

[TpuiimaTt 0OTpyHTOBaHI PIMICHHS 3 OpraHI3aIliiHO-TEXHIYHUX
nuTaHb iH(opMaliifHoi Oe3nekn Ta/abo kibepOe3neKu y CKIlaTHIX
1 HemepenOauyyBaHUX YMOBAxX, Y TOMY YHCIHI 13 3aCTOCYBAaHHSIM
Cy4aCHHX METOIB Ta 3ac0o0iB ONTHMI3allii, IPOTHO3YBaHHS Ta
MIPUAHSATTS PIIlICHb.

PHI17

MaTu HaBHYKH aBTOHOMHOT'O 1 CAaMOCTIHHOTO HaBUaHHA y cdepi
iHpopmaniiiHoi Oe3mekn Ta/abo KibepOe3mekun 1 JTOTUYHHX
ramy3eil 3HaHb, AaHANI3yBaTW BJIACHI OCBITHI TOTpeOW Ta
00’ €KTHBHO OIIIHIOBATH PE3yJIbTaTH HAaBYaHHSI.

PH18

IInanyBaTM  HaBYaHHs, a TaKOX CyIPOBOJUKYBaTHM Ta
KOHTPOJIIOBATH POOOTY 3 TIEPCOHAIIOM Y HampsmMy iH(GopMaIiitHoi
Oe3rekn Ta/abo kidbepOe3nexu.

PHI19

OO6uparu, aHamizyBaTh 1 po3poOJsATH NPUAATHI  THUIIOBI
aHAJITHYHI, pPO3PAaXyHKOBI Ta EKCHEPUMEHTAlIbHI METOJHU
KiOep3axucTy, po3poOIIATH, peasi3oByBaTH Ta CYMPOBOKYBAaTH
MPOEKTH 3 3axucTy iH(popmarii y kibepmpocTopi, 1HHOBAIIHHOT
TiSUTBHOCTI Ta 3aXUCTY 1HTEIEKTYalbHOI BIACHOCTI.

PH20

CraBuTH Ta BHpINIyBaTH CKJIaJHI 1HXCHEPHO-TIPUKIAIHI Ta
HAaYKOBI 3a/1a4i iHdopMmariitHoi Oe3nexn Ta/abo kibepOesreku 3
ypaxyBaHHsIM BHUMOT BITYM3HSHUX Ta CBITOBHUX CTaHIApTIB Ta
KpAalIUX MPaKTHUK.

PH21

BukopuctoByBaTH =~ MeTOIM  HATypHOro,  (i3u4Horo i
KOMIT FOTEPHOTO MOJICITIOBAHHSI IS JOCIIDKEHHS MPOIIECiB, SKi
CTOCYIOThCS 1H(POpMaIIiifHOT Oe3MmeKu Ta/abo KibepOe3neKy.

PH22

[InanyBati Ta BUKOHYBaTH EKCIEPUMEHTAJbHI 1 TEOPETHYHI
JOCHIJDKCHHSI, BUCYBAaTH 1 TEPEBIpATH TIMOTE3W, OOMpaTd IJis
[bOTO TMPHUIATHI METOAW Ta I1HCTPYMEHTH, 3IIHCHIOBATH




CTaTUCTUYHY OOpOOKYy JaHWUX, OIIHIOBAaTH JOCTOBIPHICTh
pe3yJIbTaTIB JOCIIKCHb, apTYMEHTYBATH BUCHOBKH.

PH23

OOGrpyHTOBYBaTH BHOIp MPOTPaMHOTO 3a0e3neyeHHs,
YCTaTKyBaHHS Ta 1HCTPYMEHTIB, I1H)KEHEPHUX TEXHOJOTIH 1
MIPOLIECiB, a TAKOXK 0OMEKEHb II0JI0 HUX B raiy3i iHpopmariitHoi
Oe3meku Ta/abo kibepOesnmekn Ha OCHOBI CyYaCHHMX 3HAaHb Yy
CYMDKHHMX Taly3sX, HayKOBOi, TEXHIYHOI Ta JIOBiAKOBOI
JiTepaTypH Ta 1HIIOI TOCTYIMHOI iH(popMaItii.

PH24

Po3poGmioBaT  maHW  aBapiiiHOro  BIJHOBIEHHS — Ta
Oe3mepepBHOCTI omepamiii B 1HQOpPMALIHHUX, EJIEKTPOHHHUX,
KOMYHIKal[IHHUX Ta 1HPOpMaLIiHO-KOMYHIKaLIHHUX CUCTEMaX.

PH25

3aCTOCOBYBAaTH CEpBIC-OPIEHTOBAHI MPHUHIMIHN  apXITEKTYPH
Oe3neku, MO0 3aJOBOJBHUTH BUMOTH  KOHQIIEHIIIHOCTI,
IITICHOCTI Ta TOCTYITHOCTI OpraHi3aiii.

PH26

Bu3Havat# BUMOTH /10 TTOKA3HUKIB (XapaKTEPHCTHK) armapaTHUX
3ac00IB TEXHIYHOTO 3axXWCTy iH(opMaIii, sSki HEoOXimHl I
3a0e3neyeHHs 3aXUIeHOCT! iH(popMallii B cuctemi abo Ha 00’ €KTi
iHpOpMaLiiHOT JiSITBHOCTI.

PH27

3M1iCHIOBAaTH MOHITOPHHT Ta ayadT 3arpo3 s iHdopMaiii B
iHQopMalifHUX CcHUCTEMaX Ta Mepekax Ta OLIHKY pPHU3HKIB
Oe3neku iHpopmartii.

PH28

3IICHIOBATH MOHITOPUHT Ta ayauT 3arpo3 ajs iHdopmarii, mo
03BYUY€ThCS

PH29

BukopucroByBaTH iHCTPYMEHTH Ta TEXHOJOTiI Oe3mepepBHOTO
MOHITOPHHTY 3 METOI0 OLIHKM pPU3MKIB, KOPHUCTYBAaTUCS
NPUKIIAJHAMHU TPOTpaMaMi MOHITOPHHTY Ta ayJHUTy 3arpo3 JJjis
iHpopmMartii B iHpOpMaIITHUX CHCTEMaX Ta Mepexax

PH30

[lpoBoanTH  CKaHyBaHHS  Bpa3JMBOCTEH 1  PO3Mi3HAHHS
BpaznuBocteil B IKC i cucremax Ge3nex.

PH31

BuxopucroByBatr Mozeni Ta cuUMyJAHii  iHGOpMaIiiHUX,
€JIEKTPOHHUX KOMYHIKalliiHUX Ta iH(popMaliiiHO-
KOMYHIKallIHHUX ~CHCTEM [UId aHali3y Bpa3iMBOCTI Ta
MPOTHO3YBaHHS MPOAYKTUBHOCTI TAaKUX CHCTEM 3a PI3HUX YMOB
eKCIUTyaTaIli.

PH32

Cknamati nporpaMmy Ta METOAMKY arecTalii KOMIUIEKCY
TeXHIYHOTO0 3axucty iHpopmauii (T3I).

PH33

3nifiCHIOBaTH NEPEBipKY MOBHOTH 1 BIATIOBIAHOCTI peali3oBaHUX
3aXO0iB 13 3aXKUCTy iH(OpMaIli BUMOraM TEXHIYHOTO 3aBIaHHS Ha
ctBopeHHs komiuiekcy T3I (abo na ctBopenHs KC3I B
iH(pOpMaIIHHO-KOMYHIKAllIHHAX CHUCTEMax B YaCTHHI BUMOT 1O
3axucty iHGopMmarmii BiJ BHUTOKY TEXHIYHUMH KaHaJlaMH),
HOPMATHUBHO-IIPABOBUX aKTIB Ta HOPMAaTHBHHUX JIOKYMEHTIB
cucremu T3I.

PH34

3niliCHIOBAaTH METOJWYHE Ta TEXHIYHE KEPIBHUITBO (HaxiBIIMU
CTPYKTYPHHX MiIPO3IUTIB MiANMpueMcTBa (Oprasizamii), g0
GyHKIIN  SKUX BXOJATh TUTaHHSA 3axucTy iHQopMmamii Ta
Kibepbe3nexu.




PH35

[IpuiiMmat y4acTh B oOprasizamii Ta HaB4YaHHI (ITiJBHIICHHI
kBastiikarii) MIpaIliBHUKIB CTPYKTYpPHHUX HiApO3a1TiB
mianpueMcTBa (oprasizaiii), 10 QyHKIIH SKUX BXOJSATH MUTAHHS
3axucTy iH(popmallii Ta KibepOe3rneku, 3 BiAMOBITHUX MTUTaHb.

8 — PecypcHe 3a0e3neueHHs peadizaiii nporpamu

Kanpoge 3a0e3ne4enHst

KanpoBe 3a0e3neueHHs BiINOBiJIA€E KagpOBHUM BHUMOTaM OO
MPOBAKCHHS OCBITHBOI TiSTBHOCTI JUIst JPyroro
(MaricTepchbKoro) piBHS BUIIO1 OCBITH BIAMOBIAHO 10 JlineH31HIX
YMOB MPOBAXKEHHS OCBITHBOT AiSITBHOCTI.

Peamizauis mporpamm  3a0e3meuyyeThCcsl  KaJpaMHd — BHUCOKOT
kBauTi(pikarii, siki MarOTh 3HAYHHUH JTOCB1I HABYAIbHO-METOANYHOT,
HayKOBO-JOCTIHOI Ta TPAKTUYHOI pOOOTH, € BHU3HAHUMU
npodecioHanaMu 3a haxom.

Jo peanizarii nporpamu 3iy4aerbcs He MeHme 50% HayKoBo-
MearoriYHUX MPAIiBHUKIB, sIKI MAIOTh HAYKOBUH CTYIiHBL Ta/a0o
BUCHE 3BaHHS, HE MeHIIe 25% MaloTh HAyKOBHH CTYIiHb JOKTOpa
Hayk abo BUEHE 3BaHHs npodecopa.

Cuctema npoeciiHOro po3BUTKY BUKJIaauiB Peati3y€eThCs yepes
CHIBIpAIl0 3 JCKUIbKOMa MPOBIIHMMH KOMIAHIsIMH Yy cdepi
kibepOesneku/inpopMmariitHoi 6e3nekn. 3 2021 poky yHiBepcUTET
Ooepe yuacte y mnpoekti USAID «KibGepGe3neka KpUTUYHO
BaXIUBOI 1H(QpacTpykTypu VYKpaiHu», B pamkax skoro 10
Bukianavie kadenpu KibepOesrekn Ta TEXHIYHOTO 3aXUCTY
iHpopmanii miaBumpim kBamidikaiio Ha Kypcax Cybersecurity
Summer Training Program (Bix 90 o 180 roau).

Jlo ocCBITHROrO TpOIECY 3alydaloTbcs poOoToaaBli chepu
3axucTy iHdopMarllii Ta npodecioHaTUu-NPaKTHKH B LIl cdepi.

MarepiajJbHO-TeXHIYHe
3a0e3ne4YeHHs

MarepianbHO-TeXHIYHE 3a0€3MEUCHHSI BiIOBIA€ TEXHOIOTIYHUM
BUMOTaM MIOJI0 IPOBAHKEHHS OCBITHBOI AISUIBHOCTI JUJISl IPYTOTO
(MaricTepchbKoro) piBHS BUIIOT OCBITH BiIMOBIAHO 10 JlileH31iHIX
YMOB IIPOBA/KEHHS OCBITHBOI JiSUTBHOCTI.

Peanizartist mporpamu 3a06e3mneuyeThes:

- TPUMILIEHHSAMHU JUIsI TIPOBEJCHHS HABYAIbHHUX 3aHITh Ta
KOHTPOJIbHHX 3aXO0/IiB;

- MyJbTUMEAIWHUM  OOJagHaHHAM UL OJHOYACHOTO
BUKOPUCTAHHS B HABUAIBHUX ayJAUTOPIAX;

- HasBHICTIO COIIAIbHO-TTIOOYTOBOI 1H(MPACTPYKTYpPH, B TOMY
qrcili 610710TeKH 3 YUNTANTBHUM 3aJI0M Ta TYPTOXKHUTKIB;

- KOMITIOTEpHUMH pOOOYHUMH  MICLSIMH, JIabOpaTopisimMHu,
oOJagHaHHAM, YCTAaTKyBaHHSM, JOCTYIIOM [0 KiOEpIONIroHiB,
JoctynoM 1o IHTepHery Ta iHQoOpMaliiiHMX pecypciB,
HEOOXI1THUX JJIsl HABUYAHHS, BUKJIAAIIbKOT Ta HAYKOBOI JIISUTBHOCTI.

Indopmaniiine Ta
HABYAJIbHO-METOIMYHE
3a0e3me4YeHH

3abe3mneueHiCTh O010TIOTEKH BITYM3HSIHUMH Ta 3aKOPJIOHHHUMH
daxoBUMH TIEPIOAWYHMMH  BUAAHHSMH  BiIMOBiIHOTO  abo
CITOPITHEHOTO OCBITHIM mporpami mpodiiaro, B TOMY YHCII B
€JIEKTPOHHOMY BUTJISII.




HasBHicTh 6€3011aTHOTO JOCTYITY BUKJIQ1avuiB 1 3100yBaviB BUIIOT
OCBITH 10 0a3 TaHUX MEePIOANYHUX HAYKOBUX BUJaHb aHTTIIHCHKOIO
MOBOIO BITOBITHOTO 200 CIOPiTHEHOTO MPOdLITIO.

HasiBHiCTE odimiiHOTO BeO-caliTy 3aKiaxy OCBITH, Ha SKOMY
po3MillieHa OCHOBHA 1H(OpMAILis PO HOTOo AiSIBHICTD (CTPYKTYpa,
minenHsii Ta ceprudikaT MPO aKpeIUTAIl0, OCBITHS / OCBITHBO-
HayKoBa / BUJJaBHUYA / aTecTalliiiHa (HAayKOBUX KaJpiB) MisIIbHICTD,
HaBYaJbHI Ta HAYKOBI CTPYKTYPHI MiIPO3IUIH Ta 1X CKIIaI, MeperiK
HaBYAJIbHUX  JUCHUIUIIH, TMpaBWjia MNPUHOMY, KOHTaKTHa
iHdopmaltis).

HasBHICTD €NEKTPOHHOTO PeCypCy 3aKiIaay OCBITH, SIKHI MICTUTh
MaTepialii, HeOOXiIHI I HaBYaHHS, BUKIIAJANBKOI Ta HAyKOBOL
TSUTBHOCTI.

9 — AkaaeMiuHa MOOLIBbHICTH

HanmionanbHa KpeguTHa
MOOIJIBHICTEL

Ha 3aranpHux mijictaBax B Mexax YKpaiHu.

Ha ocHOBI jaBOCTOpOHHIX JmoroBopiB Mix JlepkaBHUM
VHIBEPCUTETOM 1HTENEKTyalbHUX TEXHOJIOTIH 1 3B’SA3Ky Ta
3aKJIa/IaMu BHUILOI OCBITH YKpaiHu.

MO>KJTHBICTE TIOBIHHOTO TUTIIIOMYBAHHSI.

MixnapoaHa KpeIuTHA
MOOIJIBHICTEL

B pamkax mporpamm €C Epa3smyct Ha OCHOBI JIBOCTOPOHHIX
IOroBOpiB MK Jlep)KaBHUM YHIBEPCUTETOM IHTENEKTyallbHUX
TEXHOJIOTIM 1 3B’SI3Ky Ta HABYAIBHUMH 3aKJaJaMu 3apyOiKHUX
KpaiH-apTHEpiB.

MO>KJIUBICTh TIOJIBITHOTO TUIJTIOMYBAHHS.

HaBuyanusg iHO3eMHHX
3100yBayiB BHILOL
OoCBIiTH

B okpemux akajgeMmiyHMX Tpylax, Ipu bOMY yKpaiHChbKa MOBa
BUBYAETHCS K 1HO3EMHA, 00 YKPaiHCHhKOIO MOBOIO IIPY HAaBYAHHI
y CHUIbHMX aKaJIeMIYHUX IpyIax 3 yKpalHOMOBHUMU 3/100yBayaMu
BO




2. MNEPEJIK KOMIIOHEHT OCBITHbO-IPO®ECIHHOI ITIPOT'PAMH
TA IX JJOTTYHA OCJAIJIOBHICTH

2.1.  Ilepenik xommoneHt OI1

Konx n/nx . . KinpkicTh dopma
KommnoneHTH 0CBITHBOI IporpamMu . .
] ] . KPeIuTiB MiACyMKOBOT O
(HaBYAJBHI TUCHUITIHMA, Kyp.CO.Bl H[.)?EKTH ECTS KOHTPOJIIO
(poGoTn), npakTHKH, KBadidikauiiina
poGoTa) : (cemecTp) :
icnuT | 3aJIiK
1 OBOB’A3KOBI KOMIIOHEHTHU OI1
1.1 IIUKJI 3ATAJIBHOI IJITOTOBKU 6
OK-1 MeTgnonoriﬂ Ta OpraHizalisi HayKOBUX 3 11
JOCHIIKEHb
OK-2 Ilegarorika Ta IICHXO0JIOI1S 3 1.2
1.2 IUKJI MPO®ECIMHOI MIATOTOBKN 33
OK-3 CriemianbHi BUMiproBaHHS B Tamy3i T31 4 1.1
OK-4 YHpaBJ'.IiHHSI JIOCTYIIOM JI0 iH(OpMaIiifHAX 4 11
pecypciB
OK-5 Cucrema MeHeKMEHTY iH(opMaIiitHoi 3 12
0e3nexu
OK-6 KommuekcHi cucremu 6e3nexu 5 (Il<'1}[)
OK-7 Kibepdizuuna O6e3neka 00'€KTiB KPUTUIHOT 4 12
iH(pacTpyKTypH
OK-8 Kpunrooris 4 1.1
OK-9 Mertomonoris 3abe3neueHHs 0e3mepepBHOCTI
Oi3Hec/onepamiitHIX MPOIECiB CYyIacHUX 4 1.2
i ITPUEMCTB
OK-10 MOHin)pI/II—.IE Ta ayauT iHpopMaItiiHo- 5 1.2 (KP)
KOMYHIKAI[ITHUX CHCTEM
1.3 HUKJ IPAKTUYHOI IIATOTOBKH 30
OK-11 [lepepnunnomua npakTuka 4 2.1
OK-12 HaykoBo-mocnigna po6ota 6
OK-13 BukonaHHs Maricrepchbkoi poOoTH 14
OK-14 ArTecrarlis MaricTepcbkoi poboTn 6
3ATAJIBHUM OBCAT OBOB'SI3KOBUX 69
KOMITIOHEHT
2 BUBIPKOBI KOMIIOHEHTHU OIl
Busnauarotecst 3aBnskm BHOOpY 3700yBayamMyl HAaBUAIBHHUX JAHCHUILTIH i3 3allPONOHOBAHOTO
nepeniky BiamoBimao o [IOJIOXKEHHS mnpo IIOPAJJOK BUWBOPY HABYAJIBHUX
JUCHUIUIH CTYJEHTAMU AYIT3
https://suitt.edu.ua/wp-content/uploads/2023/03/Polozhennya-pro-PORY ADOK-VYBORU-
NAVCHAL%CA%BINYKH-DYSTSYPLIN-STUDENTAMY-DUITZ.pdf
2.1 IUKJI 3ATAJIBHOI MIATOTOBKH 3
2.2 IUKJ MPO®ECIMHOI NIJITOTOBKH 18
3ATAJIBHUM OBCSIT BUBIPKOBUX KOMITIOHEHT 21
3ATAJILHUI OBCSAT OCBITHLOI IPOTPAMU 90




2.2 CrpykrypHo-noriyda cxema OIl

1 kype 2 Kypc

1.1

1.2 2.1

1 ObOB’A3KOBI JUCHUIIJITHA

1.1 IlukJ 3arajibHOI MiATOTOBKH

MeToomoris Ta Oprasizaiisi HAyKOBUX
JIOCHIJKEHD

ITemarorika ta rcuxomioris

1.2 Iuka npodeciiiHol MiArOTOBKHU

CrenianibHi BUMiproBaHHS B ramysi T3

Cuctema MEHEKMEHTY iHpopManiiHoi 6e3nexu

YrpaBiiHHS JOCTYTIOM 10
iH(pOpMaIiifHUX pecypciB

KiGepdiznuna Gesneka 00'eKTiB KpUTHUHOT IHYPACTPYKTYpH

KomrmuiekcHi cucreMu Oe3rexu

Mertopomoris 3a0e3meueHHs Oe3rnepepBHOCTI O13Hec/oneparinuux
MPOLIECIB CyYyaCHUX MiJIPUEMCTB

Kpunronoris

MOHITOPHUHT Ta ayTUT iHQOPMAIIITHO-KOMYHIKAIIHHUX CUCTEM

1.3 IIpakTH4HA MiATOTOBKA, Mi/ICYMKOBA aTecTallisi

Hepe,Z[I[I/IHHOMHa IMPpaKTHUKa

HayxoBo-nocnigaa po6ora

BukonanHs MarictepchKoi
pobotu

ArTecrallisi MaricTepchbKoi
pobotu

2 BUBIPKOBI JUCIIUIIVIITHA

2.1 Iluka 3arajibHOI MiATOTOBKH

3a BUOOPOM CTYJIEHTA 3 KaTaJIOTy

2.2 Iluka npodeciiiHOI MiATOTOBKH

3a BUOOPOM CTyIeHTa 3 KaTaJlory

3a BHOOPOM CTyJEHTA 3 KaTaJlory

3a BUOOpPOM CTYJIEHTA 3 KaTaJIOTy

3a BUOOpPOM CTYJIEHTa 3 KaTaJIoTy

3a BUOOpPOM CTyJEHTA 3 KaTajory




3. ATECTAIIA 3JIOBYBAYA JIPYTOI'O PIBHS BUIIIOI OCBITHU

®opmu arecramii
3100yBa4iB BUIIOI OCBITH

ATtectarmiss  3700yBadiB  BHINOI OCBITH 3a OCBITHBO-
npodeciiinoro mporpamoro  «KibepOesneka Ta 3axuCT
iH(popMalii» 3MIHCHIOETBCS Yy GopMi MyOTIYHOTO 3aXUCTY
(memoHcTpanii) BUMycKHOI KBamigikauiiHoi poboTu Ta
3aBEPIIYETHCS BUIAYOI0 JOKYMEHTY BCTAHOBJICHOTO 3pa3Ka
PO TPHUCY/DKEHHS CTYMEHS MaricTp 13 MPHUCBOEHHAM
kBamidikamii: wmarictp 3 KiOepOe3nmeku Ta 3axHuCTy
iH(popMarii.

Bumorn 10 kBajigikaniiHoi
podotu

BukonanHs kBamidikamiiHoi poOOTH Mae 3a MeETy
CHUCTEMAaTHU3YyBaTH, 3aKPIMUTH Ta PO3IMMUPUTH TEOPETUYHI
3HAHHA Ta MPAKTUYHI HABUYKH 31 CIIEI1aTbHOCTI, PO3BUHYTH
TBOpYl 3MI0HOCTI Ta BMIHHS 3/100yBada IOBHOIO MipOIO
3aCTOCYBaTH CBOi 3HAHHS [UIS BUPIMIEHHS TEXHIYHUX,
MIPOCKTHUX 1 OpraHizamiiHuX 3a7a4 y Tary3i Kibepoe3neku
Ta 3aXUCTy iHpOopMaIlii.

Bunyckna kBamidikamiiina po6oTa Mae mpoaeMOHCTPYBaTH
3ATHICTh BHUITYCKHUKA BHKOHYBAaTH aKTyajbHI 3aBIaHHS
CHEIIaTbHOCTI Ta BMIHHA BHUKOPHUCTOBYBAaTH Haj0aH1
KOMIIETEHTHOCTI Ta pe3yJbTaTH HaBYaHHs, JIOTIYHO, Ha
miZcTaBi MPOBEACHUX JIOCIIIKEHb OOTPYHTYBATH MPOEKTHI
pimieHHsi,  poOWUTH  apryMEHTOBaHI  BHCHOBKH  Ta
dbopMyITFOBaTH KOHKPETHI TPOMO3UINT Ta pPEeKOMEHIAIIi
111010 BAKOHAHOTO 3aBJaHH.

Ksamidikamiiina pobGora wmae OyTu TiepeBipeHa Ha
aKaJeMIiyHHil [UIariar.

Bumoru 1o 3micty, o0ciry W cTpyKTypu KBamidikamiifHol
poOOTH BU3HAYAIOTHCS 3aKJIaJ0M BHIIOI OCBITH.
Ksamidikamiiina pobora mae OyTH ONpUIIOJHEHA Ha
oimiiHoMy caiiTi 3akjmamy BuIIOi OCBiTH abo Horo
miapo3ainy, abo y permo3urapii 3akiiaay BUIIOI OCBITH.

Bumoru 1o myoJiunoro
3aXUCTy

VY mpotieci myOMiYHOTO 3aXUCTY KaHAWIAT Ha MPUCBOEHHS
MaricTepchKOro CTyIeHs MOBHHEH MOKa3aTH YMIHHA YiTKO i
VIEBHEHO BHKJIAATH 3MICT TIPOBEACHHUX JOCIIDKEHB,
apryMEHTOBAaHO BIJMOBIJaTH HAa 3almUTaHHA Ta BECTH
TUCKYCIIO.

JlomoBian 3mo0yBava BUILOT OCBITH MOBUHHA
CYNPOBOJKYBATUCS TPE3CHTAI[IMHIME MaTepialaMu  Ta
MOSICHIOBAJILHOIO 3aIIHCKOIO, MIPU3HAYCHUMH JUIst
3arajJbHOTO TIEPETIIsTY.




4. MATPUILIS BIIMMOBIJHOCTI KOMIETEHTHOCTEM
OBOB’S13KOBUM KOMIIOHEHTAM OCBITHBOI ITIPOT'PAMHA
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5. MATPULIA BIAITOBIZHOCTI PE3YJIbTATIB HABYAHHS (PH)
OBOB’S13KOBUM KOMIIOHEHTAM OCBITHBOI ITIPOT'PAMHA
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6. XAPAKTEPUCTUKA CUCTEMMH BHYTPIIIHBOI'O
3ABE3INIEYEHHA AKOCTI IIIAI'OTOBKHA 3IOBYBAYA ITEPIIOI'O
PIBHS BUIIIOI OCBITH

Cucrema BHYTpilHBOTO 3a0e3neueHHs 3BO sSKOCT1 BUIIOT OCBITH CKJIQIAETHCS
3 TaKUX MPOLEIyp 1 3aX0A1B, epeadaueHnx 3akoHoM YKpainu «IIpo BuIlly OCBITY»:

1) BU3HaYECHHS NPUHIMITB Ta MPOLEayp 3a0e3MeyeHHs SKOCTI BULIIOi OCBITH;

2) 3A1iiCHEHHS MOHITOPUHTY Ta MEPI0UYHOTO MEPETISAY OCBITHIX ITpOrpam;

3) mopiyHe OLiHIOBaHHS 3700yBayiB MEPIIOTO PiBHS BHILOI CBITH, HAyKOBO-
nefaroriyHux npamniBHukiB 3BO Ta peryisipHe ONPUIIIOJHEHHS pe3yJbTaTiB TaKUX
OIIiHIOBaHb Ha o(irmiitHoMy BeO-caiiti 3BO abo Ha iHQopMaIiiftHUX CTeHIaX;

4) 3a0e3MneueHHs IT1IBUILICHHS KkBasidikarii HayKOBO-TIEaroriyHuX
NpalliBHUKIB;

5) 3abe3mneueHHs] HasBHOCTI HEOOXITHUX PECypCiB JJisi OpraHi3allli OCBITHHOTO
npoIecy, y TOMy YHCII CaMOCTiiiHOI poOoTH 3700yBayiB MEpIIOro PiBHSA BHILIOI
OCBITH, 32 OCBITHBOIO ITPOTPaMOI0;

6) 3a0e3neueHHs] HAsSBHOCTI 1HQOpPMALIHHUX CcHCTEM Ui E€(PEKTUBHOTO
YIpaBIiHHSA OCBITHIM MPOIIECOM;

7) 3abe3nedenHHss MyOmiYHOCTI iH(oOpMAIi Mpo OCBITHI HpOTrpamu, CTyIEHi
OCBITH Ta KBamiQikarii,

8) 3abe3reyeHHsT  €PEKTUBHOI  CHCTEMH  3amoOiraHHs Ta  BUSBIICHHS
aKaJIeMIYHOTO TUIariaTy y HaykoBMX mpaisix mpamiBHukiB 3BO 1 3mo00yBauiB
MIEPIIOTO PIBHS BHIIOI OCBITH.



7. HEPEJIIK HOPMATHUBHUX JOKYMEHTIB, HA AKUX
BA3YETBHCA OCBITHA ITPOT'PAMA

1. 3axon Ykpainu «IIpo Bumry ocBity» Big 01.07.2014 Ne 1556-VII.

2. llocranoBa KMYVY Big 23.11.2011 p. Ne 1341 «IIpo 3arBepmxeHHS
HaIllOHAJILHOI paMKH KBaJli(pikarii.

3. IlocranoBa KMV Bix 29.04.2015 p. Ne 266 «IIpo 3aTBepakeHHS MEpeniKy
rajgy3ed 3HaHb 1 CHEIIaJlbHOCTEH, 3a SKUMU 3IIHCHIOETHCS MIATOTOBKA
3100yBayiB BUIIO1 OCBITH.

4. Knacudikaris BuaiB ekoHoMiuHoi aisutbHOCTI: JIK 009:2010. — Ha 3miny JIK
009:2005; Ywmuuuit Bim 2012-01-01 — (HaumionanpHuii kiacugikatop
VYkpainn).

5. Knacudikarop npodeciit JIK 003:2010. Ha 3miny K 003:2005; YnaHuit Bia
2010-11-01 — (HauionanbHuit knacudikarop Ykpainu).

6. IlocranoBa KaOinery MinictpiB Ykpainu Bia 30 rpyaus 2015 p. Ne 1187
«JlineH31itH1 yMOBHU MTPOBAIKEHHS OCBITHBOI ISITHOCTI 3aKJIa/1B OCBITH.

7. CranmapT BUIIOI OCBITH YKpainu 3a cremianbHicTio 125 «KibepOesneka» nis
JIpyroro (MaricTepchbKoro) piBHs BHINOi OCBITH, 3aTBep/KeHMi Hakazom
MOH Vkpainu Big 18.03.2021 Ne 332.

8. Ilpodeciitnuit cranmapt «®PaxiBenp cdepu 3axucty iHopmarii»,
3aTBep/UKEHU Hakazom AnmiHicTpanii Jepxkcneuss’sizky Ne 715 Bix
25.11.2022.

9. TlomoxxeHHs MPO aKpeAUTAIII0 OCBITHIX MPOrpaMm, 3a SKUMHU 3A1HCHIOETHCS
MirOTOBKA 3100yBadiB BUIIOi OCBITH, 3aTBepkeHe Haka3zom MinicTepcTBa
OCBITH 1 Hayku Ykpainu Big 11 mumas 2019 p. Ne 977.

10. [Tonmosxenus mpo opraxizaiito ocBitHboro npouecy B JAYIT3 Bix 13.07.2022.

11.TlonoxeHHs1 Tpo po3pOOJICHHS Ta 3aTBEPAXKEHHS, MOHITOPUHT Ta MEPErisI
ocBiTHix nporpam B AYIT3 Bix 13.07.2022.

["apaHT OCBITHBOT IPOrPaMHU A.1.H., npod. B.B. Kopunncekwuii




