MIHICTEPCTBO OCBITU I HAYKH YKPAIHU

Jlep:kaBHUH YHiBEePCHTET iHTeJIEKTYaJbHHUX TEXHOJIOTIH i 3B SI3KY

HPOEKT

OCBITHBO-IPO®ECIHHA ITIPOTPAMA
«Ki0ep0e3neka Ta 3axuct iHpopmanii»

«Cybersecurity and information protection»

PiBenb Buoi ocBitn  Jlpyruii (Marictrepcbkuii)
Cryninb BHIIOI ocBiTH Marictp

I'any3b 3HaHb 12 IndopmartiitHi TeXHOMOTI]

CrnenianbHicThb 125 Kibepbe3neka ta 3axuct iHpopmanii

OcgitHs kBajdidikamia Marictp 3 KibepOe3neku Ta 3aXucTy iHpopmarii

3ATBEP/I’)KEHO

Buenoro panoro [lep:kaBHOTO YHIBEpCUTETY
IHTEIEKTyaIbHUX TEXHOJIOT1H 1 3B’ SI3KYy
(IpOTOKOJI BiX 2024 p. Ne )

OcgitHbO-TIpO(eciitna mporpama (oHO8IEHA)
BBOIUTHCS B 110 3 01 Bepecus 2024 p.
Pextop

Onexcangp HA3APEHKO
(Haka3 BiA 2024 p. Ne )

Oneca 2024



JIMCT NOT'OIKEHHSA

OCBITHBO-NIPO(eCiiHOI MPOrpaMu
«Kibep0e3neka Ta 3axuct iHpopmanii»
3i cneniaabHocTi 125 KidepOe3neka Ta 3axuct ingopmanii
3a Apyrum (MaricrepcbKuM) piBHEM BHIIOI OCBITH

BHECEHO

Kadenporo kibepOesnexu Ta
TEXHIYHOTO 3aXHCcTy 1H(opmarrii
[Ipotokon Ne 10 Bix 14 uepBusa 2024 p.

3aB. kadenpu /%

MNOTro’KEHO

Jlexan ¢akynbTeTy 1HpOopMaIliiHUX
TEXHOJIOTIH Ta KibepOe3neku

2024 p.

HOIroJI’KEHO

HavanbHuk BifuTy JTIIEH3YBaHHS
Ta aKkpeauTaIii

2024 p.

HHOI'O’KEHO
HaBuanbHO-METOAMYHOIO PAIOI0
Jlep>KaBHOI'O YHIBEpCUTETY
IHTENEKTyaJIbHUX TEXHOJIOTIH 1 3B’ SI3KY
[Iporokon Big 2024 p. Ne

T'onosa

Bonoaumup KOPUMHCHKUIA

Ceren BACIJIIY

IOmisa HLITOBBA

Caitnana XAJDKUPATIEBA



HHEPEIMOBA

OcsitHpo-mipoeciitna nporpama «KibepOesneka Ta 3axuct iHGOpMAIii»
HiATOTOBKM 3100yBauiB BHUIIOI OCBITH JpYyroro (MaricTepcbKoro) piBHS 3a
cnemianphicTiIo 125  Kibepbesneka Ta 3axuct iH(popMarii, Tamy3l 3HaHb
12 TndopmaniiiHi TEXHOJOr1i po3pobsieHa BIAMOBIAHO 10 3akoHY Ykpainu «IIpo
Bumy ocBity» Nel556-VII Bim 01.07.2014 p., CrangapTy BHUIIOI OCBITH 3a
criemianpHicTIO 125 KibGepOesneka st Apyroro (MaricTepchbKoro) piBHS BHIIOi
ocBiTH, 3aTBeppkeHoro Hakazom MOH Vkpainu Ne 332 Bix 18.03.2021, BpaxoBye
Bumoru [Ipodeciiinoro cranmapty «®axiBernp cdepu 3axucty iHPoOpMaIi»,
3aTBEPKEHOro Haka3oM AnMiHicTpauli [Jepxcnens3s’sa3ky Ne 715 Big 25.11.2022.

1. Bueceno: kadpeaporo KibepOe3neku Ta TEXHIYHOTO 3aXUCTy 1HPOpMaIiii.
2. 3aTBepA:KeHO Ta HAIAaHO YHHHOCTI pilieHHsIM BueHoi paau Jlep:kaBHOro
YHIBEPCHUTETY I1HTEICKTYaJbHUX TEXHOJOTIM 1 3B’SI3Ky, HPOTOKOJ BiA
2024 p. Ne .
3. Po3p00s1eH0 po0040I0 TPYNOI0 y CKJIAI:
Kepisnuk pobouoi zpynu (zapanm oceimuvoi npozpamu):
Kinbaimes Biraniit Hocunosuy, K.T.H., 1011, 1oneHT Kad. KiGepbesnekn Ta

TEXHIYHOI0 3aXUCTy 1H(hopMarllii

Ynenu pobouoi epynu:

- Bacimy €Bren Biktoposuu, 1.T.H., ipod., nmpod. kad. Kibepobesneku ta
TEXHIYHOTO 3aXHUCTy 1HpOopMaIii

- Pabyxa O.M., k.T.H., cT.BuKI. kad. KiGepbe3neku Ta TEXHIYHOTO
3axuCTy iHpopMarii

4 . Pinensii — BiAryku 30BHIIIHIX cTelKX0JAepiB:

Kopuenko O.I'. — npe3unent ['O Acorriaris criemiamicTiB KioepOe3neKu;

Tkauenko O.B. — 3actynnuk I'enepanbsHoro gupekropa TOB «Koncantunrona
kommanis CIJIKOH»;

bapanoscekuit C.B. — mupekrop aemapramMeHTty iH(QOpMAIlIHHUX CHUCTEM Ta
cuctem 6esneku TOB «PoGept borr JITI».



1. IIpogdiab ocBiTHBOI-IPO(eECciiHOI IPOrpaMu

«Kibepoe3neka Ta 3axuct iHpopmanii»

3i cneniaabHocTi 125 «KidepOe3neka Ta 3axuct iHpopmanin»

1 — 3araabHa indpopmanis

IToBHa Ha3Ba
3aKJIaly BULIOI
OCBITH Ta
CTPYKTYPHOI'O
miapo3ainay

Jlep>kaBHHI yHIBEPCUTET 1HTENEKTYalbHUX TEXHOJIOTIN 1
3B’ SA3KY

®dakynbereT [HPOopMaLITHUX TEXHOJIOT1H Ta KibepOe3neku
Kadenpa KibepOesneku Ta TEXHIYHOTO 3aXUCTY 1HPOpMaLii

Cryninb BUIIOL
OCBITH Ta Ha3Ba
KkBaJidikauii MoOBOIO
OpHUriHaJTy

Marictp (apyruii)
Kpanidikamis -
iH(popmarii

Marictp 3 kibepOe3neku Ta 3axXUCTy

Odiniitna HazBa
OCBITHBOI MpOrpamMu

KibepbOesmeka Ta 3axuct iHpopMaIrii

Tun gumiiomy Ta
00CAT OCBITHBOIL

Jlutimom maricrpa, OTMHUIHUN
O6csr kpeautiB €KTC, HeoOXiqHUN IS 3M00yTTS APYTroOro

nporpamMu (MaricTepchbKoro) CTymneHs! BULIOi OCBITH:
Ha 0a31 cTyneHs «0akanaBp» ctaHoBUTH 90 kpeautiB EKTC.
Tepmin HaBuanss 1 pik 4 micsii

HasiBHicTh OcranHs akpeauTaIis:

aKpeauTamii CeprudikaT npo akpeauTalio
Y Ne 16014202 Big 19.05.2021p., Bunanuit AK

Huxna/piBens HPK Vkpainu — 7 piBenb, QF-EHEA — papyruii nwko,
EQF-LLL — 7 piBenn

IlepenymoBu Ocoba mae mpaBo 3/100yBaTH CTYIIHb Marictpa 3a YMOBH
HAsSIBHOCTI B HEi CTyneHs OakanaBpa

Mosa(u) VYkpaiHcpKa

BUKJIAIaHHS

Tepmin aii ocBiTHBOI
nporpamMmu

J1o MOBHOTO 3aBepIIEHHS MEepIoAy HaBYaHHS a00 HACTYMHOIO
OHOBJIEHHS [IPOrpamMu

InTepner-agpeca
NMOCTiIHHOTO
PO3MilllCHHA OIUCY
OCBIiTHBLOI IPOrpamMu

https://suitt.edu.ua




2 — MeTa 0CBITHBOI IPOrpamMu

3abe3neueHHs pyHaamMeHTanbHOI Ta MpodeciiiHol MiArOTOBKY; 1HTETpalis HayKOBO-
JOCIITHOT, 1HHOBAIIMHOI JiSUTBHOCTI 1 HAaBYAJIBHOTO TPOIECY; OpIEHTAIls Ha
MDKHApOJHI BUMOTH Ta CTaHAApTH B cdepil kidepOe3neku Ta 3axucty iHdopmarrii,
CBITOBI HayKOBI JJOCSITHEHHSI; AyajbHa OCBITa, OpIEHTALlISl HA BUMOT'M PUHKY Iparlll.
[TinroroBka mpodecionaniB, 37aTHUX 3a0e3MeUyBaTH 3aXUINEHICTh 1HpOpMAIIii, 110
00po0OIsgeThC Ta TEpenaeTbesi B 1H(OPMALIMHO-KOMYHIKAIIMHUX CHCTEMaxX, BiJ
HECAHKIIIOHOBAaHUX i 3 iH(OpMaIli€l0, BUTOKY TEXHIYHHUMH KaHaJlaMH Ta
CrieliaJIbHUX BIUIMBIB Ha 3aco0u 00poOku iHdopMaIrii.

[HTerpaniss B OCBITHIO mporpamy npodeciiHuX KOMIIETEHTHOCTEH, 3HaHb, YMiHb Ta
HaBHYOK TIpodeciiinoro cranmaapty «PaxiBenpb chepu 3axucty iHbOpMaIiin.

3 - XapakTepHuCTHKA OCBITHbOI IPOrpamMu

Ipeamerna ob6aacty | [ any3s 3nans: 12 Indopmariiiini TeXHOIOTIT
(ranysb 3HaHb,

crneniajJbHiCTh, Cneyianvnicms: 125 KibepOe3neka Ta 3axuct iHpopmariii
cnenianizamis (3a
HASIBHOCTI) 06 ’exm usuenHs ma npoghecitiHoi OiANbHOCMI:

— CyYacHI MpOIIECH JOCIHIKEHHS, aHali3y, CTBOPEHHS Ta
3abe3reueHHs PyHKIIIOHYBaHHS 1HOOPMALIHUX CUCTEM
1 TEXHOJIOT1H, 1HIIUX Ol3HEC-omepaIliiHuX MPOIECIB Ha
o0’extax iH(OpMAIIHHOT TiSITLHOCTI Ta KPUTUIHUX
iHbpacTpykTyp cdepu iHopmariiinoi Oe3nexku Ta/abo
KibepOe3neku;

— 1H¢opmariiiHi cucteMu (iHGOPMAaIIHHO-KOMYHIKAIliiHI,
1H(pOopMaIIiHO-TeIeKOMYHIKAIlliiHI, aBTOMAaTU30BaH1) Ta
TEXHOJIOT1I;

— 1H(ppacTpykTypa 00’€KTiB 1HGOPMAIIITHOT TISITHBHOCTI Ta
KPUTHYHHX 1HPPACTPYKTYD;

~ CHCTEMH Ta KOMIUIEKCH CTBOpPEHHS, 0OpoOKH, nepeayi,
30epiraHHs, 3HUIIEHHS, 3aXUCTY Ta BIIOOPAKEHHS JaHUX
(1HpopMaLIITHUX MTOTOKIB);

— 1HdopmaIiiiHi pecypcH pi3HHX KiaciB (B T.4. JAeprKaBHi
iH(opMalriitHi pecypcn);

~ TmporpamMHe Ta MpOrpaMHO-amapaTHe 3a0e3NedeHHs
(3acobm) kibep3axucry;

— CHUCTEMU YMpaBIiHHS 1HPOPMAIIHHOI 0e3MeKoI0 Ta/abo
Ki6epOe3neKoro;

— TEeXHOJIOT1i, METOJIU, MOJIe]l Ta 3aco0u 1H(opMariiHOl
Oesreku Ta/ado kibepOe3neku;

~ KOMIUIEKCHI CUCTEMH 3aXUCTy 1HPOopMaIii




~ 1HpOpMaIiiHUX, EJIEKTPOHHMX KOMYHIKAIIMHUX Ta
1H(hOpMAIITHO-KOMYHIKAIIHHUX CUCTEM.

L]ini nasuanns: IligroroBka ¢axisiiB, 34aTHUX PO3B’SI3yBaTH

3a/1a4i JOCTIAHUIIBKOTO Ta/a00 1HHOBAILIIMHOTO XapakTepy y

chepi 3axucty iH@opmauii, iHpopmaiiiiHOi  Ta/abo

KiOepOe3mneKxH.

Teopemuunuii  3micm npeomemnoi ooracmi: TeopeTnuHi
3acald HAyKOEMHUX TEXHOJIOT1H, (i3u4HI 1 MaTeMaTH4HI
(byHIaMeHTalIbHI 3HaHHS, TeOopii 11eHTU(IKaLli Ta TPUHHATTS
pilIEHb, CUCTEMHOT0  aHaizy, CKJIQJHUX  CHCTEM,
MOJICJTIOBAHHS Ta ONTUMI3allii IPOIECiB, TEOPisd MAaTEMaTUIHOT
CTAaTUCTUKH, KpUNTOrpaIyHOrO0 Ta TEXHIYHOTO 3aXUCTy
iH(popMmarlii, Teopii pU3UKIB Ta THIIUX MDKIUCHUIUTIHAPHUX
Teopid 1 MpaKkTHK y Tanmy3i iHopmariitHoi Oe3meku Ta/abo
KibepOe3meK.

Memoou, memoouxu ma mexnonoeii: Mertoan, Mojen,
METOJMKM Ta TEXHOJIOT1i CTBOpPEHHs, 0OpOoOKH, mepenaui,
MpUMaHHS, 3HUILCHHS, B1100paKeHHH, 3aXUCTY
(x16ep3axucTy) iHPOPMaLIHUX pecypciB y KibepmpocTopi, a
TAKOXX METOAM Ta MOJEll PO3pOOKH Ta BUKOPUCTAHHS
MPUKIATHOTO 1 Creliajii30BaHOro MPOrPAMHOT0
3a0e3MnedeHHs ISl BUPIIEHHs NMpoQeciiHuX 3a7a4 B rajiysi
iHpopMariiiHoi Oe3neku Ta/abo Kibepoe3neKu.

TexHosorii, mMeToaum Ta MOACTI IOCHIIHKCHHS, aHami3y,
yIpaBJiiHHs Ta 3a0e3MedeHHs 013Hec/onepanifHuX mpoieciB
13 3aCTOCYBaHHSM CYKYyIHOCTI HOPMAaTHBHO-TIPAaBOBUX Ta
OpraHi3aliifHO-TEXHIYHUX METOJIB 1 3aco0iB 3axXHUCTy
1H(hOpMAaIITHUX pecypciB y KibeprpocTopi.

Incmpymenmu ma obaraonanms. 3acobu, MPUCTPOi, MEPEIKHE
yCTaTKyBaHHA  Ta  CEpEeAOBUINE,  MpHUKIaJHE  Ta
crieliajiii3oBaHe mporpaMHe 3a0e3IeUeHHs, aBTOMAaTU30BaH1
CUCTEMHU Ta KOMIUJIEKCH IPOEKTYBaHHS, MOJIEIIOBAaHHS,
eKCIuTyartailii, = KOHTPOJII0, = MOHITOPUHTY,  OOpOOKH,
B1JI0OpayKE€HHs Ta 3aXUCTy JaHuX (1HPOpMaLIHHUX TOTOKIB),
a TaKOXX METOJIW 1 MOl Teopli pU3UKIB Ta YIpPaBIiHHSA
iHbpopMaliiHUMU ~ pecypcaMd  TpU  JOCHDKEHHI 1
CYNpPOBO/KEHHI 00’€KTIB 1HQOPMAIIMHOI JISUTBHOCTI Y
rainy3si iHpopMmariitnoi 6e3nexu Ta/abo kibepOe3neKu.

6




Opienranist
OCBITHBOI MpOrpamMu

OcsiTHBO-TIpOdeciitHa

OcHoBHuii pokyc
OCBITHBOI IPOrpamMu

[TlinroToBka mpodecioHasniB, 3JaTHUX JO I1HHOBAIIMHOI Ta
HayKOBO-JIOCTIAHUIIBKOT ~ JISUTBHOCTI  MPU  JOCHIKEHHI,
MPOEKTYBAaHHI, MOJIEpHi3allii, BIPOBAaP)KEHHI Ta €KCILTyaTallil
CydyaCHHX CHCTEM Ta TEXHOJIOTiM iH(opmMmaliiiHoi Ta/abo
KiOepOe3neKu; mAroToBKa J0 BUKOHAHHS OCHOBHUX TPYI0BUX
byukmii  3a mnpodeciero  «®DaxiBenb  chepu  3aXHUCTY
iH(popmariin, kox 2139.2.

Knouosi  cnosa: xibepunetnuna Oe3meka, iH(opmaiiiHa
Oesneka, cucreMu 1 TexHosorii iHQopmaliiHOi Ta
KibepOe3neky, KOMIUIEKCHI CHUCTeMH Oe3leku; Oe3reka
00’€KTIB  KPUTUYHOI  1H(PPACTPYKTYpH;  KPHUIITOJOTIS,
yOpaBiiHHSA 1HHOPMAIIHOKO O€3EKOI0.

Oco0auBocTi
nporpamMmu

Po3pobnena 3 ypaxyBaHHSIM MIDKHAPOJHHX CTaHAAPTIB,
pEeKOMEHJaIid Ta MPaKTUK WIOJ0 CTYJEHTOIEHTPOBAHOIO
HABYaHHS.

Po3pobinieHa 3 BpaxyBaHHSIM OCHOBHUX TPYJOBHUX (PYHKIIH Ta
npodeciiHuX KOMIETEHTHOCTEH MpodeciifHOro cranmapry
«®DaxiBenp chepu 3axucty iHDOpMaIli», 3aTBEPIKEHOTO
HakazoM Anminictpamii Jlepxkcenemn3s’sizky Ne 715 Big
25.11.2022.

[lepenbavae rpyHTOBHY (yHIAMEHTAIbHY MIATOTOBKY Yy
MO€JHAHHI 13 CydacHOIO NpoQeciiHOI MIATOTOBKOIO, fKa
JI03BOJISIE TPOBOJUTH HAYKOBO-IOCHIJHY Ta 1HHOBAIlIHY
JUSTIBHICTG 1 MpaIoBaTH 3 HAYKOEMHUMHU TEXHOJIOTISIMU
K10epOe3mneKu.

BpaxoBye 0COOJMBOCTI PO3BUTKY CHELIAIBHOCTI Ta PUHKY
mpari HUISXOM 3aJdydeHHS pPOOOTOMABIIIB, SK 30BHIIIHIX
ayJIMTOPIB HaBUAJBHUX IPOrpaM 3 METOI MiATBEPKEHHS
iXHBOI pEJIEBAaHTHOCTI.

OpieHTOBaHa HA MApTHEPCTBO 13  BITYM3HSHUMHU Ta
3aKOPJAOHHUMH 3aKJIaJaMH OCBITH Ta HAyKH, NPUBATHUM
CEKTOPOM, HAYKOBISIMU Ta MPAaKTUKaMHU, TIepe0adae yqacTb y
MDKHApOJIHUX TIpOrpaMax 3 METOH MiABUIIEHHS SKOCTI
OCBITH.

[lepenbauae myanbHy OCBITY.




4 — IlpuaaTHiCTh BUITYCKHUKIB

A0 IMMPANECBJAINITYBAHHA TAa NOAAJIBIIIOI0 HABYAHHSA

IpupaTHicTh 10

Buan exoHomMiyHOI AistIbHOCTI 3rigHo 3 HarmoHaasHHUM

npaneBJjamTyBanus | kiaacudikatopom Ykpainu JIK 009:2010 «Knacudikaris BuaiB
€KOHOMIYHOI JISIJIbHOCTI»:
Cekuist J, po3min 62, rpyna 62.0 — Komm'toTtepHe
MporpaMyBaHHsS, KOHCYJbTYBaHHS Ta TIOB’S3aHA 3 HUMU
TISTIBHICTR; po3ain 63, rpyma 63.9 — Hamanns iHmmX
1H(OpMAaIIITHUX TTOCITYT.
Cekuiss M, pozain 71, rpyna 71.2 — TexHiuHl BUNPOOYBaHHs
Ta TOCHIKeHHS;, po3ain 74, rpyna 74.9 — Inma npodeciiina,
HayKOBa Ta TEXHIYHA JiSIbHICTD.
Buaun mnpodeciiinoi misuibHOCTI 3rigHo 3  HarionaasHuM
kinacudikatopom Ykpainn JIK 003:2010 «Knacudikarop
npodeciiin:
Po3nin 2 — [Ipodecionanu, Kinac 213 —I[Ipodecionanu B ramysi
oOuncienp  (komm’rorepusamii),  migkmac 2139 —
[Ipodecionanu B THITAX ramy3sx 00YHCIICHB
(koMmIT r0TEepU3allii).

Honauabue Mo>MBICTh HABYAHHS HA TPETHOMY (OCBITHBO-HAYKOBOMY)

HABYAHHS piBH1 BuIoi ocBiTH (HPK Vkpainu — 8, piBens QF-EHEA —

tpeTiit ki, EQF-LLL — 8 piBens).

5 — Buxkjgaganus Ta OMIHIOBAHHSA

Bukaaganug ta
HABYAHHSA

[IpoOnemMHO-OpiEHTOBAHE Ta CTYJEHTOIICHTPOBAHE HAaBYAHHS
13 3ampoBaJUKEHHSM B OCBITHIM Mpolec 1HAMBIAYaJIbHOT
TPA€EKTOpli HABUYaHHS Ta 3a0€3MEUCHHSIM  IPUHIHUIIB
aKaJgeMiuyHO1 CBOOOIH.

KomOinaris mnekiii, MyJabTUMEIIMHUX JIeKIid, CeMiHapiB,
JOCIITHULBKUX MPAKTUYHUX 3aHSATh, BUKOHAHHS MPOEKTIB (B
TOMY YHMCJII KOMAaHJIHUX) CAMOCTIMHO Ta 3a y4acTI0 MEHTOpIB
Bl  KOMIIaHIH-CTEUKXOJJEPiB, ydyacTh y KOHKypcax Ta
XaKaTOHaX, CAMOHaBYaHHSI.

Ha 3axuct kBamidikamiitHux poOiT (ITPOEKTIB) 3aMPOITYHOThCS
MPEACTAaBHUKUA KOMIIaHIM-CTEHKXO0JIIEPIB.

Metonu HaBuYaHHS 1 BUKIAMaHHS 0a3yrOThCS HA TPUHIIAIIAX
CBOOOIM CJIOBAa 1 TBOPYOCTI, 3aCTOCYBAHHS MPOEKTHHUX
METO/IB poOOTH, TOIMMPEHHA 3HaHb Ta  iH(opMaIlii,
MO€IHAHHI HABYaHHS, JOCIIIPKEHb Ta BAKOHAHHS HAaBYAJIbHUX
MPOEKTIB MiJ] 4aC OCBITHBOT'O MPOIIECY.




OuiHoBaHHA

O1iHIOBaHHS 3HaHb CTYACHTIB 31MCHIOETHCA Y BIAMOBIAHOCTI
1o TlosoxxeHHs mpo oIliHIOBaHHS 3HaHb CTyneHTIB I YIT3.
Ex3amenu, 3amiku, 3aXHCT 3BITY 3 MPAKTUKH, 3aXUCT KyPCOBHX
poOIT (TTPOEKTIR), MyOJIIUHHM 3aXUCT KBaTi(iKaiitHOT poOOTH.
OriHtoBaHHS HaBYAITbHUX JOCSITHCHD CTYJICHTIB
3IIMCHIOETHCS 32 HAI[IOHAJIBHOIO IIKaJO0 (BIAMIHHO, A0OpE,
3aJI0BIIILHO, HE3aJOBIIILHO; 3apax0BaHoO, He3apaxoBaHo); 100-
oanpHOIO TIKanoro Ta mkanow ECTS (A, B, C, D, E, FX, F)

6 — IIporpamui komnerenTHocTi (IIK)

InTerpannna 31aTHICTh 0COOU PO3B’sA3yBaTH 3314l TOC1THULIBKOTO Ta/abo

KOMIICTEHTHICTh IHHOBALIMHOTO XapakTepy y cdepi iHpopmaliitHoi Oe3neku
Ta/abo0 KibepOe3meKHy.

3arajbHi 3K1. 3paTHicTh 3aCTOCOBYBATH 3HAHHSA Y MPAKTUYHUX

KOMIETEHTHOCTI CUTYallisIX.

(BK) 3K2. 3gaTHICTh TPOBOAUTH JOCIIJPKEHHSI HA BiJMOBITHOMY

pIBHI.

3K3. 3parHicTh 10 aOCTPAKTHOTO MMCIICHHS, aHali3y Ta
CUHTE3Y.

3K4. 3paTtHicTh oOIiHIOBAaTH Ta 3a0e3medyyBaTd SKICTh
BUKOHYBAaHHX POOIT.

3KS5. 3paTHICTR CHUIKYBaTUCA 3 MPEACTaBHUKAMM 1HIIHMX
npodeciiiHuX Tpyrn pi3HOTO PiBHS (3 €KCHepTamMu 3 I1HIIHMX
rajy3ei 3HaHb / BUJ1IB EKOHOMIYHOI JIISUTBHOCT).

Crueuianbhi (¢paxosi,
npeaMeTHI)
KOMIIETEHTHOCTI
(CK)

CK1. 3narHicTh OOIPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBaTH,
pPO3pOOIATH Ta yHOCKOHAIIOBATH CydacHl i1H(pOpMaliiHi
TexHoyorii, (i3u4Hl Ta MaTeMaTU4YHI MOJENI, a TaKOX
TEXHOJIOT1] CTBOPEHHS Ta BUKOPUCTAHHS MPUKIAAHOIO 1
CHELIaI30BaHOT0  IPOrpaMHOro  3a0e3nedeHHs Ul
BUpILIEHHST TpodeciiiHux 3amauy y cdepi iHPopMaliiHOi
Oe3nekn Ta/abo KibepOe3neKy.

CK2. 3parthict  po3po0OnsTH,  BIOPOBAKYBaTH  Ta
aHaJli3yBaTW  HOPMAaTHBHI  JIOKYMEHTH,  IIOJIOKEHHS,
IHCTPYKIliT ¥ BHUMOIM TEXHIYHOTO Ta OpraHi3auiifHOro
COpsIMYBaHHS, a TaKOX IHTErpyBaTH, aHaji3yBaTH 1
BUKOPUCTOBYBATH Kpallll CBITOBl NPAKTHKH, CTAaHAApTH Y
npodeciitHiii misuibHOCTI B cdepi iHPopMaliifHOoi Oe3neKu
Ta/abo kibepOe3neKu.

CK3. 31aTHICTh  JOCHIIKYBAaTH,  po3po0isiTH 1
CYNPOBOJKYBAaTH METOJIN Ta 3ac00M iH(popMaIliiiHo1 Oe3neKn




Ta/ab0 kibepOe3nekr Ha 00’ ekTax 1H(POPMAIIITHOT TIILHOCTI
Ta KPUTUIHOT IHPPACTPYKTYPH.

CK4. 31aTHICTh aHaIi3yBaTH, PO3pOOIIATH 1
CYyHpOBOJKYBAaTH CHUCTEMY YIIpaBJiHHS 1HGOPMAIIHHOIO
Oe3nekoro Ta/abo kibepOesnekor oprasizamii, GopMyBaTu
CTpaTeriro 1 TMOMTHKK iHpopMmamiiHOi  Oe3meku 3
ypaxyBaHHSAM BITYM3HSIHUX 1 MIKHAPOJHHX CTaHAAPTIB Ta
BHIMOT.

CKS5. 3paTHicTh A0 AOCIIJKEHHS, CHCTEMHOTO aHali3y Ta
3a0€3IeueHHs Oe3MepepBHOCTI 013Hec/onepariiHux
OpoleciB 3  METO0  BHU3HAYCHHS  Bpa3IMBOCTEH
1H(hOpMAIIHHUX CHCTEM Ta pecypciB, aHalli3y PHU3HKIB Ta
BU3HAYCHHsI OIIHKA iX BIUIUBY Yy BIJAMNOBIAHOCTI 10
BCTAHOBJIEHOT CTpATerii 1 NOJITUKHU 1HPOPMaLIiHOI Oe3neKu
Ta/ab0 ki0epOe3nexku opranizarii.

CK6. 3partHicTe  aHami3yBaTH,  KOHTPOJIOBAaTH  Ta
3a0e3medyBaTd CHUCTEMY YMPaBIIHHS  JOCTYNOM  JIO
iH(QopMaIITHUX pecypciB 3TIHO BCTAHOBJIEHOI cTparerii i
NnoJIiTUKK 1H(opMmaniiHoi Oe3neku Ta/abo KibepOe3neku

oprasizariii.
CK7. 3parhicTh  AOCHIIKYBaTH,  pO3poOIATH  Ta
BITPOBAJ[)KYBaTH METOJTN i 3ax0JI1 IPOTHUIT

KiOepIHUMEHTaM, 3A1MCHIOBATH MPOLEAYPH YIPABIIHHS,
KOHTPOJIIO Ta pO3CHiAyBaHHA, a TaKOX HaJaBaTu
peKoMeHnalli  MmoJ0  MONEePe/KCHHS  Ta  aHami3y
KiOEpIHIIUIEHTIB B LIJIOMY.

CKS. 31aTHICTH JOCJTIKYBaTH, pO3p0o0IITH,
BIIPOBAPKYBATH Ta CYNPOBOIKYBAaTH METOIU 1 3acoou
KpUNTOrpaiuHoro Ta TEXHIYHOTO 3aXUCTy iH(opmalii Ha
o0’extax 1H(MOpMAIIAHOT  JISIIBHOCTI Ta  KPUTHUYHOI
iH(GpacTpyKTypu, B 1HQOpMAIIHHUX CHCTEMaX, a TaKOX
3IaTHICTh OIIIHIOBAaTH €(QEKTUBHICTh I1X BHUKOPHUCTAHHS,
3T1IJTHO BCTAHOBJIEHOI CTpaTerii 1 MOMITUKUA 1HPOPMALIMHOT
Oe3nexu Ta/abo KibepOe3neku opraizari.

CKO. 31aTHICTh aHaIi3yBaTH, pPO3pOOIIATH 1
CYNpOBO/KYBAaTH CHUCTEMY ayJUTy Ta MOHITOPUHTY
e(eKTUBHOCTI (YHKLIOHYBaHHS I1HPOpPMALIMHUX CHUCTEM 1
TEXHOJIOT1H, Oi3Hec/onepaliiiHuX TpoIeciB B ramysl
iH(bopMmarriiinoi Oe3nexn Ta/abo kibepOe3nekn opranizailii B
IJIOMY .
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CK10.  3parHicTh  NpPOBAaAUTH  HAYKOBO-IIEJArOriYHY
TUSTBHICTh, IJJAaHYBaTH  HABYaHHSA, KOHTPOJIIOBAaTH 1
CYIIPOBOJKYBaTH poOOTy 3 MEPCOHAIOM, a TaKOX NMpUMaTH
e(eKTUBHI PIIICHHS 3 MUTaHb 1HPOpMaIliiHOT Oe3neku Ta/abo
Ki0epOe3neKH.

CK11. 3gaTHIiCT pO3p00IsATH Ta BIPOBAKYBAaTH KOMILJICKCHY
CUCTEMY 3aXHUCTy 1HpOpMAIIii, 0 MPOTHUIIE€ OaraThbOM Pi3HUM
3a MpUPOAOK0 3arpo3aMm (kibeparaku 3 OOKy iHCaWaepiB Ta
XaKepiB, 3j7aM Iporpam, BIPYCH, NEPEXOIUICHHsS Tpadiky,
MIOMMJIKH TOIIIO).

CK12. 3narHicTh €(peKTUBHO BUKOPUCTOBYBATH Ha MPAKTHUII
pi3HI Teopli B 00JiacTi HaBYaHHS TEXHOJIOTiSM, 3aco0aM Ta
OpraHi3allifHUM acmekTam Oe3neku iHQopMamiitHux i
KOMYHIKAI[IHHUX CUCTEM Ta MEPEK.

CK13. 3parHiCTh NPOBOAUTH CIHEIialdbHI JTOCTIIKEHHS
3aco0iB 00poOKku 1HGOopMaIlii, TEXHIYHUX 3ac00iB Ta 00’ EKTIB
1H(MOpMAIIHOT A1SUTBHOCTI.

CK14. 3paTHicTh 3a1MCHIOBATH TOCTIHHUM MOHITOPUHT Ta
ayuUT 3arpo3 s iHgopmarlii Ta BiIMNOBIAHY MOJEPHI3AIiI0
(TopoOKy) cUCTEM 1 KOMIUIEKCIB 3aXUCTy 1H(hOpMAIlii.

CK15. 3partHicTh NPOBOAUTH TPONIEAYPU CKAaHYBaHHS
BpPa3NMBOCTEN 1 pO3Mi3HABaHHS BPa3IUBOCTEH B CHCTEMax
Oe3MeKH.

CK16. 3parnicTs aHamizyBaTu NOTpeOM Ta BHUMOTHU
KOPHUCTYBadiB (3aMOBHHKIB) MIOJI0 3aXWCTy iHoOpMarii Ta
Ki0ep3axucTy 3 METOIO BIPOBAKEHHS CUCTEM Ta KOMILICKCIB
3aXUCTy 1H(OpMaIii.

CK17. 3paTHicTh TOPOBOJUTH  OLIHKY  BiANOBIJIHOCTI
(arecTarito) KOMIUIEKCIB TEXHIYHOTO 3aXUCTY 1H(pOpMAIlii.
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7 — lIporpamui pesyabtatn HaB4yanusa (IIPH)

[TPHI BuIbHO CHIKYyBaTUCh AEP’KABHOIO Ta 1HO3EMHOKO MOBaMH,
YCHO 1 THCBMOBO JUIsl TPEACTABICHHS 1 OOTOBOPEHHS
pe3yJbTaTiB  JOCHIDKeHh Ta 1HHOBAIlM, 3a0e3rnedyeHHs
Oi3Hec\omepalliiHUX TMPOIECIB Ta MNHUTaHb MpodeciitHol
TiSTBHOCTI B ramysi  iH(popmamniiHoi Oe3meku  Ta/abo
KiOepOe3mexu.

[TPH2 [aTerpyBatu ¢dyHAaMEHTaNbHI Ta CHEI[albHI 3HAHHS IS
PO3B’sI3yBaHHS CKJIAAHUX 3a7a4 1HQopMalliiHoi Oe3rexku
Ta/abo KibepOe3neku y HIUPOKUX abo
MYJIBTHIACIIUTUTIHAPHUX KOHTEKCTaX.

[TIPH3 [IpoBaguTH IOCHIAHUIIBKY Ta/a00 1HHOBAIINHY MiSJIBHICTH B
cdepi iHPopMaIliiHoi Oe3neku Ta/abo kibepOe3neKku, a TaKoxK
B cdepl TEXHIYHOr0 Ta KpUNTOrpadiuHOro 3axucTy
iHpopMariii y kibepmpocTopi.

[1PH4 3acTocoByBaTH, IHTETPYBaTH, PO3POOJIATH, BIPOBAIKYBAaTH
Ta YJOCKOHAJIIOBATH Cyd4acHi 1H(OpMAIiiHI TEXHOJOT],
¢i3uyHl Ta MaTeMaTH4yHI MeToau 1 Mojaeni B cdepi
1H(popmarliiiHoi 6e3neku Ta/abo KibepOe3neKH.

[TPHS5 Kputnuno ocmucitoBaTu mnpo0iaemMu iHPopMaliiHoi 0e3neKu
Ta/abo kiOepOe3neKku, y TOMy YHUCIT Ha MDKTaay3eBOMY Ta
MDKIUCITUIUTIHAPHOMY DPiBHI, 30KpeMa Ha OCHOBI PO3yMiHHS
HOBHUX pPE3YyJbTaTIB 1HXXCHEPHUX 1 (HI3UKO-MATEeMaTUIYHUX
HayK, a TakKoX pO3BUTKY TEXHOJIOTIM CTBOPEHHS Ta

BUKOPUCTAHHSA CIeI1aJII30BaHOTO MPOrPAMHOIO
3a0€3Me4eHHS.
[TPH6 AHamizyBaT Ta  OIIHIOBAaTH  3aXWINEHICTh  CHUCTEM,

KOMIUIEKCIB Ta 3aC001B KiOep3axuCTy, TEXHOJIOT1i CTBOPECHHS
Ta  BUKOPUCTAHHA CIeliali30BaHoOro MPOrPaAMHOIO
3a0€e3MeUeHHs.

[TPH7 OOrpyHTOBYBaTM  BHUKOPUCTaHHSA, BIPOBAJKYyBaTH  Ta
aHaMI3yBaTH Kpallll CBITOBI CTaHIAApTH, MPAKTHKUA 3 METOIO
PO3B’sI3aHHS CKJIAMHUX 3aj1ad MpodeciifHOl MisUTbHOCTI B
rainy3si inpopmaiiiitnoi 6e3nexu Ta/abo kibepOe3neku.

[IPHS JocmixyBaTi, po3poOIsITH 1 CyNpOBOXKYBATH CUCTEMHU Ta
3acobu iH(opmariiiHoi Oe3mexkn Ta/abo KkibepOesmeku Ha
o0’extax  iH(MOpMAIIHHOT  AISUTBHOCTI Ta  KPUTHYHOI
iH(}pacTpyKTYpH.
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ITPHO

AHamizyBaTH, pO3pOOJIATH 1 CYNpPOBOKYBATH CHUCTEMY
YIPaBITIHHS 1H(pOpMaIIHHOIO 0e3MeKoro Ta/abo
kibepOe3rnekoro opranizaiii Ha 0a3i crparerii 1 MOMITHKA
1H(}opMaliitHOT 6e3IeKu.

[TPHI0

3abesrneuyBatu Oe3repepBHICTh O13Hec/onepalriiHux
NPOIECIB, a TAKOXX BUSBJATH ypa3IUBOCTI iH(OpMamiifHUX
CUCTEM Ta PECypCiB, aHAJI3yBaTH Ta OLIIHIOBATU PU3MKHU IS
iH(popmarriitnoi 6e3neku Ta/abo KibepOe3neku opraHizariii.

[TPH11

AHani3yBaTH, KOHTPOJIIOBAaTU Ta 3a0e3leuyBaTH €(PEKTUBHE
(GYHKLIOHYBaHHS CHUCTEMHU YNPABIIHHS JOCTYIIOM JIO
iHbOpMaIIHHUX pPecypciB BIAMOBIIHO JO BCTAHOBJICHUX
cTpaterii 1 momiTuku iH(opmamiitHOi Oe3meku Ta/abo
KibepOe3reku opranizaiiii.

[IPH12

HocaigxyBaTi, po3poOisSTH Ta BIPOBAIKYBAaTH METOAM 1
3aX0/IM MPOTHUAIT KiIOepiHUMAEHTaM, 31HCHIOBATH POLELYpU
YIPABIIHHS, KOHTPOJIIO Ta PO3CI1yBaHHs, @ TAKOX HAJlaBaTH
peKoMeHJanli  [oA0  MONEPEeKEHHS  Ta  aHali3y
KiOEpIHIIUIEHTIB B LIJIOMY.

ITPH13

HocnimpxyBarti, pO3pO0IIATH, BIIPOBAKYBaTH Ta
BUKOPUCTOBYBAaTU METOJM Ta 3aco0u kpunTorpadiuHoro ta
TEXHIYHOTO  3axHucTy iHQopmalii Oi3Hec/onepariitHux
NpoLECiB, a TakoX aHali3yBaTH 1 HAJaBaTH OLIHKY
e(eKTHUBHOCTI IX BUKOPUCTAHHS B iHQOPMAIIITHUX CHCTEMaX,
Ha o00’ekTax 1H(QOpMAIIHHOI ISJIBHOCTI Ta KPUTHUYHOI
1H(PaCTPYKTYpH.

ITPH14

AHaJi3yBaTH, PO3POOJSATA 1 CYNPOBOKYBATH CHUCTEMY
ayouTy Ta MOHITOPUHTY e(eKTHBHOCTI (PyHKIIOHYBaHHS
iH(bOpMAIITHUX CHUCTEM 1 TEXHOJIOTIH, Oi3Hec\omepariiHux
nporieciB y cdepi iHbopmariitHoi Ta\abo kibepOe3mekn B
L1JIOMY.

[IPH15

3po3yMiio 1 HEIBO3HAYHO JOHOCHUTH BJIACHI BHUCHOBKU 3
npobsieM iHdopmamiitHOi Oe3nexku Ta/abo kibepOesmeku, a
TAaKOX 3HAHHS Ta TOSCHEHHS, MO0 iX OOIPYHTOBYIOTH O
nepcoHaiy, MapTHEPIB Ta IHIIUX 0Ci0.

[TPHI6

[IpuitmaT  OOrpyHTOBaHI pIlIEHHS 3  OpraHizaliiHo-
TEXHIYHUX MNHUTaHb 1H(popmaliiHoi  Oe3neku  Ta/abo
KiOepOe3nekn y CKIaJHUX 1 HemependadyBaHUX YMOBaX, y
TOMY YHUCJ1 13 3aCTOCYBaHHSM CY4YaCHUX METOJIB Ta 3ac00iB
onTUMI3aIlli, MPOTHO3YBaHHS Ta MPUUHSATTS PIIIICHb.
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I[TPHI7

MaTu HaBHYKM aBTOHOMHOI'O 1 CaMOCTIMHOrO HaBYaHHS Y
chepi iHbopmamiiiHOI Oe3mekn Ta/abo KibepOesmeku 1
JOTHUYHUX Tajdy3edl 3HaHb, aHaII3yBaTH BIJACHI OCBITHI
noTpeOu Ta 00’ €KTUBHO OIIHIOBATH PE3yJIbTaTH HABYAHHSI.

[TPHIS

[nanyBaTM HaBYaHHSA, a TaKOXK CYINPOBO/KYBATH Ta
KOHTPOJIOBATH  POOOTY 3 TEPCOHAIOM y  HampsMy
iHpopMariiiHoi Oe3neku Ta/abo Kibepoe3neKu.

ITPH19

OOuparu, aHamizyBaTH 1 PO3POONSTH TPHUAATHI THUIIOBI
aHAJTITHYHI, PO3PAaXyHKOBI Ta EKCIEPUMEHTaIbHI METOIU
KiOep3axucry, pO3po0IIATH, peanizoByBaTH Ta
CYNPOBODKYBAaTH TMPOEKTH 3 3aXUCTy I1Hpopmamii y
KiOeprpocTopi, 1HHOBALIMHOI  AISUIBHOCTI Ta  3aXMUCTY
IHTEJIEKTYaJIbHOT BIACHOCTI.

ITPH20

CraBuTH Ta BUPINIYBaTH CKJIaJHI 1HKCHEPHO-TIPUKIIAIHI Ta
HAyKOBI 3a/1a41 iH(dopmaliiiHo1 0e3nexu Ta/abo kibepOe3neku
3 ypaxyBaHHSIM BUMOT BITUM3HSIHUX Ta CBITOBHX CTaHAApPTIB
Ta Kparux MpakTHK.

[TPH21

BuxopucroByBati MeToau  HaTypHOro, (i3uyHOTO 1
KOMII FOTEPHOTO MOJEIIOBAHHS ISl TOCIIKCHHS TIPOIIECIB,
Kl ~ CTOCYIOThCA  iHQopmaiiitHoi  Oe3nmeku  Ta/abo
KiOepOe3meKxH.

ITPH22

[InanyBaTH Ta BUKOHYBAaTH €KCIEPUMEHTANIbHI 1 TEOPETUYHI
JTOCITIJKEHHSI, BUCYBATH 1 IEPEBIPATH TIMOTE3U, OOUPATH IS
IOTO MPUJIATHI METOAU Ta IHCTPYMEHTH, 3/1MCHIOBATU
CTaTUCTUYHY OOpOOKY JaHMX, OILIHIOBaTH JIOCTOBIPHICTh
pe3yNbTaTiB AOCIPKEHb, ApTYMEHTYBATH BUCHOBKHU.

[IPH23

OOrpyHTOBYBaTH  BHOIp  MPOTpaMHOTO  3a0e3MeUeHHS,
YCTaTKyBaHHA Ta 1HCTPYMEHTIB, 1H)KEHEPHUX TEXHOJIOTIH 1
MpOIIECIiB, a TaKOX OOMEXKEeHb IIOJ0 HHUX B Taly3l
iHopMariitHoi Oe3neku Ta/abo KkibepOe3neku Ha OCHOBI
Cy4YaCHUX 3HaHb Y CYMDKHHX TajTy3sX, HAyKOBO1, TEXHIYHOI Ta
JIOB1IKOBOI JTITEpaTypH Ta 1HIIOI JOCTYMHOI 1H(OpMAIlii.

[TPH24

Po3poOmioBaT  MmiiaHM  aBapiiHOrO  BiJHOBJICHHS  Ta
Oe3nepepBHOCTI omepailiii B iHQopMaIiiHUX, €ICKTPOHHUX,
KOMYHIKaIlITHUX Ta 1H(pOopMaIITHO-KOMYHIKaLIHHUX
CHCTEMax.

[IPH25

3acTOCOBYBaTU CEPBIC-OPIEHTOBAHI MPUHLMIM aAPXITEKTYpHU
Oe3nekn, 100 3aI0BOJIBHUTH BUMOTU KOH(IIEHINIHOCTI,
IIJIICHOCTI Ta JOCTYITHOCTI OpraHi3artii.
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ITPH26

BusHauatu BHUMOIM /10 TMOKa3HUKIB (XapaKTEpUCTUK)
amapaTHUX 3aco01B TEXHIYHOTO 3axucTy iHdopmarli, sKi
HEOOX1MH1 Il 3a0e3MedeHHs] 3axuIleHocTi 1Hdopmarlii B
cucteMi abo Ha 00’ €KTI IHPOPMAITIAHOT TISITBHOCTI.

[TPH27

311iCHIOBATH MOHITOPUHT Ta ayJuT 3arpo3 s iHdopmariii B
iHbOpMaIIHHUX CHUCTEMaxX Ta MEpeXax Ta OI[IHKY PH3HUKIB
Oe3neku 1HpopMaliii.

[TPH28

3MiiCHIOBAaTH MOHITOPHUHT Ta ayJauT 3arpo3 ajs iHopMailii,
10 03BYYYy€EThHCH.

ITPH29

BukopucroByBatu THCTpYMEHTH Ta TEXHOJIOT11
0e3MepepBHOTO MOHITOPUHTY 3 METOI OIIIHKA PHU3HKIB,
KOPHUCTYBATHUCS TMPUKJIATHAMHI TIPOrpaMaMi MOHITOPUHTY Ta
aynuTy 3arpo3 juist iHdopmariii B iHQopMaIiiiHux cucTeMax Ta
MepeKax

ITPH30

[IpoBomuTH CKaHyBaHHS Bpa3lMBOCTEW 1 PO3Mi3HAHHA
BpaznuBoctel B IKC 1 cucremax Ge3nexu.

ITPH31

BuxopucroByBatn Mozenl Ta cuMyssdli  1H(OpMaliiHux,
€JIEKTPOHHUX KOMYHIKAI[IfHUX  Ta iH(dopmarriiiHo-
KOMYHIKAI[IMHUX CHUCTEM [JIsi aHali3y Bpa3dUBOCTI Ta
MPOTHO3YBaHHS MPOAYKTUBHOCTI TAaKMX CHUCTEM 3a PIZHHUX
YMOB €KCILTyaTarfii.

ITPH32

Cximamatd mporpamMy Ta METOJUKY aTecTallii KOMILIEKCY
TexHIYHOro 3axucty iHdopmarii (T31).

[TPH33

3miiiCHIOBaTH  TEPEBIPKY  MOBHOTH 1  BIATOBIAHOCTI
peaizoBaHUX 3aXOiB 13 3axWCTy 1HGopmMallii BUMOram
TEXHIYHOIr0 3aBAaHHs Ha cTBopeHHs koMmiuiekcy T3I (abo Ha
crBoperHs KC3I B inpopmariitHo-KOMyHIKaIITHIX cucTeMax
B YaCTHMHI BUMOT JI0 3axuCTy iHQopmMalii BiJ BHUTOKY
TeXHIYHUMHU KaHallaM{), HOPMATHUBHO-IIPABOBUX AaKTIiB Ta
HOPMATUBHUX IOKyMeHTIB cuctemu T3I.

[IPH34

[IpuitmaTu ydacTh B oprasizaiii Ta HaBYaHH1 (ITIJBUILEHHI
kBanmi(ikaimii) MpaliBHUKIB  CTPYKTYPHHUX  HiAPO3/LTIB
mignpueMcTBa (oprasizamii), 10 (yHKIIH SKUX BXOIAThH
MUTAHHS 3aXKUCTY 1HPopMaIlii Ta KibepOe3neku, 3 BiAMOBITHIX
UTaHb.
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8 — PecypcHe 3a0e3nevyenHs1 peanizanii nporpamMu

Kaapose
3a0e3MeYeHHSA

Kanpose 3a0e3neueHHs BIANOBiIa€ KaJpOBUM BUMOTaM II0]I0
MPOBA/KEHHS ~ OCBITHBOI  JISUIBHOCTI  JUISL  JIPYTOrO
(MaricTepchbKoro) piBHS BHUIOI OCBITH BIJAMOBIJIHO [0
JlineH3iitHMX YMOB IPOBAIKEHHS OCBITHBOI JISTIBHOCTI.
Peamizamiss mporpamm 3a0e3mevyeThCsl KaapamMH BHCOKOI
kBamdikarmii, sKi MalOTh 3HAYHWWA JOCBI HaBYaJIbHO-
METOJMYHO1, HAYKOBO-JIOCHIIHOI Ta MPaKTUYHOI pOoOOTH, €
BU3HAHUMHU TIpodecioHanaMu 3a (haxom.

Mo peanizanii mporpamu 3i1y4aetbcs He MeHIe 50% HayKoBO-
NEeJaroriyHuX MpaliBHUKIB, AKI MalOTh HAYKOBUH CTYIIIHb
Ta/ab0 BYeHE 3BaHHSA, HE MeHIIe 25% MarTh HayKOBHA
CTYIIHb IOKTOpa Hayk abo BYeHE 3BaHH mpodecopa.
Cuctema mnpodeciiiHOro Po3BUTKY BUKIAJAdiB Pealizy€eThCs
yepe3 CHIBOPALO 3 JEKUIbKOMA MPOBIIHUMHU KOMIIAHISIMU Y
cdepi kibepOesnexku/inpopmariitaoi Oe3meku. 3 2021 poky
yHiBepcuteT Oepe ydactb y npoekti USAID «Kibepbesneka
KPUTUYHO BAXKIIMBOI 1HOPACTPYKTYpu YKpaiHu», B paMKax
axoro 10 BukiagayiB kapeapu KidepOe3neku Ta TEXHIYHOTO
3axXUCTy 1H(oOpMaIii MABHIMIM KBami(iKamio Ha Kypcax
Cybersecurity Summer Training Program (Bim 90 mo 180
TOJIVH).

J1lo OCBITHBOTO TIPOIIECY 3allydaroThcsi poboTodaBii chepu
3aXUCTy 1HpOopMallii Ta NpodecioHANTU-IPAKTUKH B il cdepi.

MarepianbHo-
TeXHIYHe
3a0e3neYeHH

MatepiaJlbHO-TEXHIUYHE 3a0e3MeYeHHs BIJIIIOBIJIA€
TEXHOJIOTIYHUM BHMOTaM MI0JI0 TPOBA/KEHHS OCBITHHOI
JISTTBHOCTI JUISL IPYTOTo (MariCTepchKoro) piBHsI BUINOI OCBITH
BIAMOBIAHO 10 JIilEH31MHUX YMOB MPOBAKEHHS OCBITHHOT
ISIIBHOCTI.
Peanizamis nporpamu 3a6e3mevdyeTbes:

- MPUMILIEHHSMU JJI1 TPOBEJICHHS HAaBYAJIbHUX 3aHSTHh Ta
KOHTPOJIbHUX 3aXO0/I1B;

- MYJbTUMEIIMHUM  OOJAJHAHHSIM JJISI  OJIHOYACHOTO
BUKOPWCTAHHS B HABYAJILHUX ayIUTOPIAX;

- HAasBHICTIO COLIAJILHO-NIOOYTOBOi 1H(QPACTPyKTypH, B
TOMY 4uCil 610J10TEKH 3 YUTATBHUM 3aJI0M Ta T'YPTOXKHUTKIB,

- KOMIT'IOTEPHUMH POOOYMMH MICISIMH, J1a0OpaTopisMH,
o0JiaTHaHHIM, YCTaTKyBaHHSIM, JOCTYIIOM JI0 K1OEpIOJIIrOHiB,
noctynoM A0 IHrepHeTy Ta iH(pOpMaliHUX pecypciB, ,
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HEOOXIJIHMX JUIS HaBYaHHS, BHKJIAJAILKOI Ta HAyKOBOI
TISUTBHOCTI.

Indopmauniiine Ta
HABYAJbHO-
MeTOIMYHe
3a0e3ne4eHHs

3abe3neueHicTh 010J110TeKH BITYM3HSIHUMHU Ta 3aKOPIOHHUMHU
(GaxoBUMHU MEPIOAMYHUMM BHJIAHHAMH BIANOBIIHOTO abo
CHOPIJHEHOTO OCBITHIM Iporpami nNpoQuito, B TOMY YHCII B
€JIEKTPOHHOMY BUTJISIAIL.

HasBHicTh 0€301UIaTHOrO JOCTYIy BHUKIIJIadiB 1 37100yBadviB
BUIIOT OCBITH 710 0a3 JaHUX MEPIOAMYHUX HAYKOBUX BHJIaHb
aHTJIICHKOI0 MOBOIO  BIAMOBIIHOIO a00 CHOPITHEHOTO
podisro.

HasBHicTh odiriiiHoro BeO-cailTy 3akiiagy OCBITH, HA SKOMY
po3MillleHa OCHOBHa 1HQopMmarllis MNpo #HOro IisIbHICTh
(cTpykTypa, JimeH3ii Ta cepTtudikaTH PO aKpeAUTaIliio,
OCBITHS1 / OCBITHRO-HAyKOBa / BU/IaBHUYA / aTecTalliiiHa
(HayKOBUX KaJpiB) JISUIBHICTh, HaBYaJbHI Ta HAYKOBI
CTPYKTYpHI MiIpO3AUIM Ta iX CKIJIaJ, MepeliK HaBYAIbHHUX
JTVCLMILIIH, PaBuja IpUHoMy, KOHTaKTHA 1HGOpMaIIis).
HasBHICTb €NEeKTpPOHHOrO pecypcy 3akiagy OCBITH, SIKUN
MICTUTh Martepiajii, HeOOX1JIH1 JJisl HABUYAHHS, BUKJIAJAIbKOT
Ta HAyKOBOT J1sUTBHOCTI.
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9 — AkageMiuHa MOOLJILHICTH

HanionanbHa Ha 3aranpHux mijcraBax B Meax YKpaiHu.
KpeauTHAa Ha ocHOBI ABOCTOpPOHHIX JOTOBOpiB Mk JlepkaBHUM
MOOUIbHICTH YHIBEPCUTETOM IHTEJEKTyaIbHUX TEXHOJOTIH 1 3B’S3Ky Ta
3aKJ1a/laMH BUILOT OCBITH Y KpaiHU.
MoXHUBICTh MOJIBIHHOTO JUIIJIOMYBAHHSL.
MixknapoaHa B pamkax nporpamu €C Epa3myc+ Ha OCHOB1 IBOCTOPOHHIX
KpeauTHA JIOTOBOPIB MIXK Jlep>xaBHUM ~ yHIBEPCUTETOM
MOOILIBHICTH IHTEJIEKTYyaJIbHUX TEXHOJOTIA 1 3B’SI3Ky Ta HaBYAJIbHUMU
3aKj1alaMy 3apyOlKHUX KpaiH-apTHEPIB.
MokIHUBICTh MOJIBIHHOTO JUIIJIOMYBAHHSL.
HaBuanusn B okpemux akageMIyHuX rpynax, py [IbOMY YKpaiHCbKa MOBa
iHO3eMHHX BUBYAETHCS K 1HO3€MHA, a00 YKpPaiHCbKOIO MOBOIO IpH

3100yBa4iB BULIOT
oCBIiTH

HaBYaHHI y CIUJIBHUX aKaJ€MIYHUX Ipynax 3 yKpaiHOMOBHUMHU
3no0yBauamu BO

YKpaiHChKOIO MOBOIO IIPU HABYAHHI Yy CIUIBHUX aKaJEeMIYHUX
rpynax 3 ykpaiHoMoBHUMH 37100yBauyamu BO
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2. IlepeJslik KOMIIOHEHTIB OCBITHLO-IPO(eciiiHOI MporpamMu
Ta IX JIOTIYHA MOCJIiI0OBHICTH

2.1 IlepeJtik OCBITHIX KOMIIOHEHTIB OCBITHBO-TIPO(eciiiHOI MpPorpamMmu

Ko n/n KomnoHneHnTH ocBiTHBLOI IpOrpamu KinpkicTn ®opma
(HaBYAJIBbHI JUCUMILTIHU, KYPCOBI NPOEKTH KpeauTiB MiICyMKOBOI0
(podoTu), npakTHKH, KBaJi(pikanilina ECTS KOHTPOJTIO
pobota)
OBOB’SI3KOBI KOMIIOHEHTH OCBITHBOI ITPOI'PAMH (OK)
OK1 Mertopooris Ta opraHlsaum HayKOBHX 4 anix
JTOCITIJDKEHB
OK2 [Tenarorika Ta IMCUXOJIOTISA 4 Icniut
OK3 CremianbHi BI/IMlpIOBa‘HHH B rany‘ln31 TEXHIYHOTO 4 p—
3axucTy iH(dopmaii
OK4 YnpaBiiHHS JOCTYTIOM I'Lo iH(pOpMaLIHHUX 4 p—
pecypciB
OK5 MenemxMeHT 1HpopMaLiiHO1 Oe3neKn 4 Icnur
OK6 KomrmekcHi cucteMu Oe3reKku 5 3amik, KII
OK7 K16ep(fp13an:‘1 Oesrneka 00'€KTiB KPUTUIHOT 4 p—
iH(ppacTpyKTypu
OK8 Kpunromnoris 4 [cnur
OK9 [Iponecnuit MeHemK.lY[eHT B CUCTEMI 4 P
KOPITOPATUBHOI O€3MeKH
OK10 MosiTopuHT .Ta a}./,\l’[I/IT iH(pOopMaIIiiHO- 5 lermur, KP
KOMYHIKAI[iIHHUX CUCTEM
OK 11 JlinoBa iHO3eMHa MOBa 6 Icnut
OK12 [IpakTuka (BUpoOHHYA) 10 3amik
Kgamigikariitna ( maricrepcbka) podoTa. [TyOniunmii
OK13 . 8
ATtecTarisa 3aXUCT
3araabHuii 00cAT 000B'A3KOBHX KOMIIOHEHTIB 66 9 icriutis, 4
KpeauTIiB 3aJiKa
1980
aKa/J1.roinH
3arajibHuii 00cAT BUOIPKOBMX KOMIIOHEHTIB 24 4 3amiku
(4 oucyunninu no 6 kpeoumie €KTC) KpeauTiB
720 akan.
roa

Ycnoro

90 kpenutiB €EKTC
2700 akan. roauH
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2.2. CTPYKTYpPHO-JIOTi4YHA cXeMa OCBITHLO-PO(eciiiHoI mporpamMu

Taiiminr HaBuyaHHs npoTAroM 1 poxy 4 micsuis
CknanoBi nporpamu (3a cemecTpamn)
1 2 3
O00B’s13k0Bi Ta OK3/4 OK1/4
BUOIPKOBi KOMIIOHEHTH OK4/4 OK2/4
TEOPETHUHOI OKo6/5 OK5/4
NiATOTOBKH OK7/4 OK11/6
OKS8/4
OK9/4
OK10/5
BK1/6
BK2/6
BK3/6
BK4/6
IIpakTH4YHA MiArOTOBKA OK12/10
KBanidikamiiina OK13/8
(maricTrepcbka) pobora.
AtecTanis
KinbkicTh KpeauriB
EKTC 30 30 30
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3. ®opmu arectanii 3100yBa4iB BUIOI OCBITH

ATtecrariist 3100yBadiB BHINOI OCBITH 32 OCBITHBO-MPO(DECIHHOIO MPOrpamMoro
«Kibepbesneka Ta 3axuct iHhopmalii» 311MCHIOEThCS Y GopMi MyOIIYHOTO 3aXUCTY
(zemoHcTpallii) BUIMYCKHOI KBamiQikamiiiHoi poOOTH Ta 3aBEpPUIYETHCS BUIAYOIO
JOKYMEHTY BCTAHOBJICHOTO 3pa3ka MpO TMPUCYIKEHHS CTYIMEHs Marictp i3
MPUCBOEHHIM KBasi(ikarii: Marictp 3 kibepOe3neku Ta 3aXucTy iH(popmarii.

Bukonanns kBamidikaimiitHoi poOOTH Mae 3a METy CHUCTEMaTH3yBaTH,
3aKpINUTH Ta PO3IMIMPUTH TEOPETUYHI 3HAHHA Ta MPAKTUYHI HABUYKU 31
CHEIIaJIbHOCT1, PO3BUHYTH TBOPY1 3/1I0HOCTI Ta BMiHHS 3100yBaya MOBHOIO MipOIO
3aCTOCYBAaTH CBOI 3HAHHS JJI BUPIMICHHS TEXHIYHUX, MPOCKTHUX 1 OpraHizamiitHuX
3a/1a4 y raixy3si kibepOe3neku Ta 3axucty iHhopmariii.

Bunyckna kBamidikamiitna po6oTa Mae mpoAeMOHCTPYBATH 3/IaTHICTh BUITYCKHUKA
BUKOHYBAaTU aKTyaJbHl 3aBJIaHHS CIELIAJIbHOCTI Ta BMIHHS BUKOPHCTOBYBATHU
HaJ0aHl KOMIIETEHTHOCTI Ta pe3yJbTaTH HaBYaHHS, JIOTIYHO, Ha TNIJCTaBl
MIPOBEICHUX JIOCIII)KEHb OOTPYHTYBATH MPOEKTHI PIllIEHHS, POOUTH apryMEHTOBaHI1
BUCHOBKM Ta (OpMYJIIOBAaTH KOHKPETHI MPOMO3HII Ta PEeKOMEHJAIli 1040
BUKOHAHOTO 3aBIaHHS.

KBanigikaiitna po6otra Mae OyTu nepeBipeHa Ha akaJeMIYHUHI T1ariar.

Bumoru 110 3micty, 00ciary i cTpyKTypH KBasi(ikauiiiHOi poOOTH BH3HAYAKOTHCA
3aKJ1a/I0M BHIIIOT OCBITH.

Kpanidikamiitna podota mae OyTH ONpWIIOJHEHA Ha O(dIIiHHOMY CcaWTi
3aKJajly BUIIOI OCBITH ab0 HOro miapo3aury, abo y peno3uTapii 3akiaay BHILOI
OCBITH.

VY mporieci myOIidYHOTO 3aXHUCTY KaHIUAAT HA MPUCBOEHHS MaricTepChKOro
CTYTICHs TOBMHEH MOKAa3aTH YMIHHSI YITKO 1 YIIEBHEHO BUKJIAJATH 3MICT IPOBEICHUX
JOCIIIKEHb, ApTyMEHTOBAHO BIAMOBIIATH HA 3aIUTAHHS Ta BECTH JIUCKYCIIO.

JlonoBinp 3100yBaya BHUIIOI  OCBITM IOBMHHA  CYNPOBOIXKYBATHUCS
NpE3eHTALIMHUMHA MaTepiajJaMi Ta MOSICHIOBAIHHOIO 3alHMCKOI0, MPU3HAYCHUMHU
JUIS 3arajibHOrO Mepersiay.
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4. MaTpuus BiAOBiZHOCTI KOMIIETEHTHOCTEH 000B’I3KOBUM
KOMIIOHEHTAM OCBiTHbOI MporpaMu

3arajbHi
KOMIETEHTHOCTI CoeuianbHi (paxoBi) koMneTeHTHOCTI
(3K) (CK)

123 (4|5 1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14 | 15 | 16 | 17
ORI+ |+| + +
O NF |+ +]| |+ +
O+ |+ + | + + | + + + | +
O+ 1+ |+ + + +
O+ |+ 4+ + + + +
OKE 1+ +| + + |+ |+ + + |+
TN+ |+ +]| |+ + |+ |+ |+ + +
R+ |+ + + +
OK9

+| |+ [+]|+ + + +
ORI+ + |+ + +
OK11 + +
oKzl 4 +|+ +
OB+ +|+] |+ |+ |+ + + | +
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5. Matpuus 3a0e3nedyeHHs NpPOorpaMHux pe3y abTatiB HaBuaHHs (ITPH)
BiAMOBIAHUMHU KOMIIOHEHTAMM OCBITHLO-IPOdeciiHol mporpaMu

OK1

OK2

OK3

OK4

OK5

o
A
IoN

o
P
&

OK8

o
=~
S

OK10

OKl11

OK12

OK13

IMPH1

+

[TPH2

ITPH3

[TPH4

ITPHS

|+ ]|+

+ |+ +

ITPH6

IIPH7

+

FlH[ [+ +]|+] +

+

ITPHS

||+ +]+] +

|+ ]|+

|+ ]|+

|+ +]+]+] +

]+

ITPHY9

Fl ] ]+

ITPH10

+

+

IMPH11

IMPHI12

ITPHI13

[IPH14

ITPH15

ITPH16

IMPHI17

IMMPHI18

ITPHI19

ITPH20

ITPH21

ITPH22

ITPH23

IMTPH24

ITPH25

[TPH26

4|+

ITPH27

ITPH28

ITPH29

IMTPH30

++|+ |+

ITPH31

ITPH32

ITPH33

ITPH34

4[|+
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6. XapakTepucTuKa CMCTEeMH BHYTPIIIHBOTO 3a0e3MeYeHHs IKOCTI MiZIr0TOBKH
3100yBa4iB APYyroro (MaricrepcbKoro) piBHsi BULIOl OCBIiTH

Cuctema BHyTpimHbOro 3a0esnedyeHHs 3BO  sgkocTi BHIOI  OCBITH
CKJIQIA€ThCA 3 TAKUX MPOIEAYP 1 3aX0/1B, nepeadaueHux 3akoHoM Ykpainu «IIpo
BHUIILY OCBITY»:

1) BU3HAYEHHS MPUHLIUIIIB Ta MpoLEeayp 3a0e3MeUeHHs IKOCTI BUILOT OCBITH;

2) 3A11ICHEHHS! MOHITOPUHTY Ta MEPIOJUYHOIO NEPETIAAY OCBITHIX IPOrpaM;

3) mopivHe OIIHIOBAHHS 3700yBayiB JIPYroro piBHSA BHUIIOI CBITH, HAYKOBO-
neaaroriyHux npamiBHukiB 3BO Ta peryinspHe ONpHIIOJHEHHS pe3yJIbTaTiB TAKUX
OLIIHIOBaHb Ha odiuiitHOMy BeO-caiiTi 3BO abo Ha iHdopMaliiiHuX cTeHaax;

4) 3a0e3neyeHHsl  MIABUINEHHS  KBalmi(ikamii  HAyKOBO-NEJArorivyHux
IpaLiBHUKIB;

5) 3a0e3nedeHHs HassBHOCTI HEOOX1THUX PeCypciB JIJIsl OpraHi3ailii OCBITHLOTO
MpoIiecy, y TOMY YHCJl CaMOCTIHHOI poOOTH 3100yBayiB JAPYroro pPiBHS BHIIOL
OCBITHU, 3a OCBITHBOIO NMPOTPAMOI0;

6) 3a0e3MeYeHHs HasABHOCTI 1HGOpMAIIHHUX CcUCTEM s e(EeKTUBHOTO
YIPAaBIIIHHS OCBITHIM MPOIIECOM;

7) 3abe3nedeHHss myOaigyHOCTI 1H(OpMAIli PO OCBITHI MPOrpamu, CTYIICHI
OCBITH Ta KBaJipikarlii;

8) 3abe3reueHHs e(PEKTUBHOI CHUCTEMHM 3amoOiraHHs Ta  BUSBJICHHS
aKaJeMIqHOro IiariaTy y HaykoBuUX mpaugx mnpaumiBHukie 3BO 1 3100yBauis
JPYTOro PiBHS BUIIOI OCBITH.
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7. llepesiik HOpMATUBHUX JOKYMEHTIB, HA AKUX 0a3y€ThCH OCBITHSI MporpamMa

1. 3akon Ykpainu «IlIpo Bumry ocBiTy» Bij 01.07.2014 Ne 1556-VII.

2. IlocranoBa KMV Bix 23.11.2011 p. Ne 1341 «IIpo 3aTBepxeHHs HAL{IOHAIBHOI
pamku KBasiikaminy.

3. IlocranoBa KMV Big 29.04.2015 p. Ne 266 «IIpo 3aTBepmKeHHs MNeEpeniKy
raxy3eil 3HaHb 1 CICHIAJIBHOCTEH, 3a SKUMHU 3HIHCHIOETBCSA IATOTOBKA
3100yBayiB BUIIIOT OCBITHY.

4. Knacudikamis BuaiB ekonoMiunoi aisuibHOCTI: JIK 009:2010. — Ha 3miny JIK
009:2005; Yunanwmii Bixg 2012-01-01 — (Hamionansauii knacudikatop Ykpainn).

5. Knacudikatop npodeciii JIK 003:2010. Ha 3miny K 003:2005; Ynunuuii Bif
2010-11-01 — (Hamionanpawuii knacudikatop YKpainu).

6. IlocranoBa Kabinery MinictpiB Ykpainu Big 30 rpymus 2015 p. Ne 1187
«JIieH31iH1 yMOBM MPOBAKEHHS OCBITHBOI A1SUIBHOCTI 3aKJIaJ1B OCBITH.

7. CrannmapT BUIIOi OCBiTH YKpaiHu 3a crenianbHicTIO 125 «KibepOesmekay mis
JIpyroro (MaricTepchbKoro) piBHS BHINOI OCBiTH, 3aTBepkennii Hakazom MOH
VYkpainu Bijg 18.03.2021 Ne 332.

8. Ilpodeciitnuii  cranpapt «@PaxiBeup cdepu  3axucty  iHbopmarii»,
3aTBepJUKEeHUM HakazoMm AnMinictpauii [epxkcneuss’szky Ne 715 Bifg
25.11.2022.

9. TlomoxeHHs MPO aKpPEAUTAINIO OCBITHIX MpOrpaM, 3a SKHUMH 3/IIHCHIOETHCS
MIJITOTOBKA 3/100yBaviB BHUINOI OCBITH, 3aTBep/keHe Hakazom MiHicTepcTBa
ocBiTH 1 Hayku Ykpainu Bif 11 aunns 2019 p. Ne 977.

10. ITonoxeHnHs mpo opraxizaiiro ocBiTHboro npouecy B AYIT3 Bix 13.07.2022.

11. [TonoxenHss mpo po3poOJeHHST Ta 3aTBEPHKEHHS, MOHITOPUHT Ta TEPErJis
ocBiTHIX nporpam B JIYIT3 Bix 13.07.2022.

I"apanT OCBITHBOI IpOTpaMu \%, Bitaniit KIJIBIIIIIEB
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