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Crapmuii BUKiIagad kadeapu KOMIT I0TepHOT IHKeHepii Ta iH(popManiiHuX cucTeM

3aranbHa 1H(1)OpMaH1$[ npo AUCHUILIIRY
AHoTamnis 1o qucuumiainu  Ilporpama BUBYEHHS HOPMAaTHBHOI HaBYalbHOI AMCHUIUIIHM TexXHIYHAa eKCIUlyaTalis Ta aJMIHICTpyBaHHS KOMIT FOTEPHHUX
Mepex CKJIaJieHa BIAMOBIAHO /10 OCBITHBO-NMPOdECiiHOT mporpaMu MiAroToBKH OakanaBpiB crenianbHocTi 123 Komm rotepHa
IHKeHepis.
[IpenmeTroM BHBUEHHS HaBYAJIBHOI IUCIUIUIIHY € TPOLIEC eKCIUTyaTallil Ta aIMIHICTPYBaHH I KOMIT FOTEPHUX MEPEXK Ta CUCTEM.



Meta AHCHHUILIIHA

KomneTreHnTHOCTI,
¢GopmyBaHHIO AKHX
CIIPUSIE€ TUCIHIJIIHA

Pe3yabTaTty HaBYAHHS

O0csr IucHUILIIHA

®opma miICyMKOBOI0
KOHTPOJII0

Tepminu BUKIAJAHHS
TUCIHUILTIHA

@opmyBaHHA 3HaHb 3a0e3MEUeHHS HAAIMHOCTI, MIArHOCTHKHM Ta eKCIuTyaTtamii iH(pOpMaliiHUX CHCTEM Ta MEpex Ta
CIPOMOXKHOCTI TEPEeX0y BiJl TEOPETUUYHHUX MOJOXKEHb Ta 3HAHb IPO MEPEKHI MPOTOKOIH 1 CIYyKOM 10 iX MPaKTHYHOTO
BIIPOBAJKEHHS

3K-3. 3gaTHicTh 3aCTOCOBYBATH 3HAHHA y IPAKTUYHUX CUTYAIisIX.

3K-7. BMiHHS BUSIBISTH, CTABUTH Ta BUPILIYBATH MTPOOIIEMHU.

3K-11.HaBuuku 3paiiicHeHHst Oe3meyHoi nisitbHOCTIPK-9. 3maTHICTP CHUCTEMHO aAMIHICTpYBaTH, BHKOPHCTOBYBATH,
aJlanTyBaTH Ta €KCIUTyaTyBaTH HasiBHI iH(OpMaIliiiHi TEXHOJIOTII Ta CHCTEMHU.

CK-4. 3natHicTh 3a0e3nedyBaTd 3axUCT 1HpopMallii, M0 0O0poOISETHCS B KOMIT IOTEPHUX Ta KiOEp(]i3MUHMX CHUCTEMax Ta
Mepeskax 3 METOI0 pealtizallii BCTaHOBJIEHO1 MOJITUKY 1H(POPMaLIiHOT O€3MEKH.

CK-6. 3pmaTHICTH IpPOEKTYBaTH, BIPOBAKYBAaTH Ta OOCIYrOoBYBaTH KOMII'IOTEPHI CHCTEMH Ta MEpEXi PI3HOrO BHUAY Ta
MpU3HAYECHHS.

CK-9. 3parHicTh CHUCTEMHO aJMIHICTPYBaTH, BHUKOPHCTOBYBAaTH, aJalTyBaTH Ta EKCIUIyaTyBaTW HasBHI 1HQOpMaIiiHi
TEXHOJIOT1] Ta CUCTEMH.

CK-10. 3paTHicTh 3A1IICHIOBATH OpraHizainilo poOOYMX MICIb, IXHE TEXHIYHE OCHAILEHHS, PO3MIIIEHHS KOMITIOTEPHOTO
YCTaTKYBaHHS, BUKOPUCTAHHS OpraHi3aliiHuX, TEXHIYHUX, AITOPUTMIUYHUX Ta IHIIUX METO/IB 13ac001B 3aXUCTy 1H(QOpMaIlii.
CK-11. 3natHicTh 0QopMIISTH OTpUMaH1 poO0Yi pe3yabTaTH Y BUTIISAI IPE3EHTAI1il, HAYKOBO-TEXHIYHHUX 3BITIB.

[TPH-9. Bmit 3acTOoCOBYBaTH 3HaHHS TEXHIYHUX XapaKTEPUCTHK, KOHCTPYKTUBHHX OCOOIMBOCTEH, MPU3HAYCHHS 1 TIPABUI
eKCIUTyaTallli MpOrpaMHO-TEXHIYHMX 3ac00IB KOMITIOTEPHHX CHCTEM Ta MEPEeX JJIsd BUPIIMICHHS TEXHIYHMX 3a71a4
CHEIAILHOCTI.

[TPH-10. Bmitu po3po6masatu mporpamMmHe 3a0e3neueHHs sl BOYyJOBaHUX 1 pO3TIOIUICHHX 3aCTOCYBaHb, MOOUTHPHUX 1 T10pUTHUAX
CHCTEM, PO3PaxOBYBaTH, €KCILTyaTyBaTH, THITIOBE JJIs CICIIAIbHOCTI 00JIaJHAHHS.
[TPH-20. YcBigomiroBaTH HEOOXITHICTh HaBYAHHS BIIPOJOBXK YChOTO JKUTTS 3 METOIO MOTJIMOJICHHS HAOyTHUX Ta 37400yTTs

HOBHX ()axOBHX 3HaHb, YJOCKOHAJICHHS KPEATUBHOTO MUCIICHHSI.

[TPH-21. SIxicHO BUKOHYBaTH pOOOTY Ta IOCATATH MOCTABICHOI METH 3 JOTPUMAHHSIM BUMOT MPOQECIitHOT €TUKH.

[TPH-24. BmiTu 3aCTOCOBYBAaTH Ta HAJAropKyBaTH KIIHOYOBI mpoTokoiu [P-mepexi, TectyBatu poboty IP-mepexi, BinBepTaTu
HECIIPaBHOCTI.

[IPH-25. Bwmitu mnpoekTyBaTH, BIPOBAKYBATH, aIMIHICTPYBaTH JIOKalbHI, TIJI0OAdbHI MPOrpaMHO-KOH(IrypOoBaHi
KOMIIT FOTEPHI MEpEexKI.

3aranpHuii o6csar pucuumting: SkpeantiB EKTC (150 roaun). ns neHHoi popMu HaBUYaHHS: JIeKLIT —24 TOJUHH, TPAKTUYHI
3aHATTS —16 roauH, mabopaTopHi poboTH — 16 roauH, camocTiiiHa poboTa — 94 roauH.

3aiik

JlucuumiiHa BUKIQIa€ThCs y 7-My CEeMecTpi.



Tema 1.

Tema 2.

Tema 3.

Tema 4.

Tema 5.

Tema 6.

Tema 7.
Tema 8.

Tema 9.

Tema 10.

Tema 11.

Tema 12.

Tema 13.

Tema 14.

IIporpama aucuunIiHu
[TnmanyBanHs POQUIAKTHIHOTO 0O0CIYroByBaHHS Mepex 1 cepBepiB. [Ipouenypu npodinakruanoro oociayroyBanns 1T minmpuemctBa. OcHOBH
Site Reliability Engineering (SRE): ocHoBHi nokazuuku SLA, SLO ta SLI.

MOHITOPHHT Mepexi. [HCTpyMEHTH MOHITOPUHTY Mepexi. Bumm TexHonorid ans MoHITOpuHTY Mepexi. Orisin Oe3KOMTOBHUX Mporpam
MOHITOPHHTY CEPBEPIB Ta KOMIT IOTEPHOT MEPEXK1

BACKUP: pe3epBHe komitoBaHHS AaHUX. UMK JaHUX 5K1 HE0OX1AHO pe3epByBaTu. IlepeBarn FTP-6exana nepes IHIIMMU BUJIaMU pe3€pBYBaHHS.
BuOip cepsepa s Oekaria

Bunu 1 Mmetoau pemoHTy. MeToiu MOIyKy HOIIKOKEHb.

BnpoBamkeHHs cucteMu MaplipyTu3alii B JOBUIBHOMY CETMEHTI Mepexi. Bubip JOUUIbHUX A BUKOPUCTAHHS MPOTOKOJIB, IPYHTYIOUHCH HA
BIIOMOCTSX MpO KJIacu(iKallil0 MAPHIPYTHUX MPOTOKOJIIB.

[TpakTruna peanizaris ciyx0u TpaHcisiii MepexxeBux aapec NAT. OcobmuBocti koHDirypyBanas NAT BOygoBaHuMHU 3aco0aMu OTepariiHUX
cucteM FreeBSD, GNU/Linux Ta Solaris.

Buxopucranus cuctemu foMeHHUX iMeH. [Ipuniun po6otu ciry:x6u DNS. Tunu cepBepiB iMEeH, 30HH TPSIMOTO Ta 3BOPOTHOTO NIEPETBOPEHHS.
Oco6nuBOCTI peaiizallii cucTeMu TOMEHHUX iIMeH. BUpIBHIOBaHHsI HAaBaHTa)KEHHS Ha cepBepH JaoMeHa, crienudikaitii DDNS Ta DNSSEC.
Cnyx0a mpoToKoJy JUHAMIYHOT KOHpIrypamii MepexeBux By3JiB. OcHOBHI Bu3HaueHHs Ta npuHIUN podotu DHCP. Inrterpamis 3 DNS Ta
CITyK0aMH MapIIpyTHU3allii i Bii1aaeHOTo JOCTYITY.

Crnyx0a karamoriB. MeTta BOPOBa/DKEHHS, JOIUILHICTh BUKOPUCTAHHS Ta MpUHIMIK no0ynoBu. [Iporokon LDAP, Ta nporpaMHi BTiIEHHS HOTO
moJIoKeHb. Peanizarist ciry>xOu kaTayioriB B mporpamMmHoMy otodeHHI MS Windows 3aco6amu Active Directory.

BusHayeHHs Ta TUIM 3aXMCHHX ekpaHis. IIpuHiun noGynoBu makeTHuX (igbTpiB Ta Opanamayepis Buay stateful inspection. Ix mepesaru Ta
HEJOJIKH, a TaKOXK peKoMeHallili mo BIpoBakeHHI0. CkianHi KoH(Iryparii y BUTIsSAl KOMOIHYBaHHS AEKUTbKOX 3axucHUX Oap'epiB. [ToHATTS
JeM1TiTapru30BaHOI 30HU. 3aCTOCYBaHHS JAEMUTITApU30BaHUX O0IacTel st OUTBII THYYKOTO PO3MOILTY MpaB JOCTYIY A0 00'€KTIB MEpexKi
Posmupenns Qynkuid Opanamayepa ao piBHs gonatkiB mognemi OSI. Ilpokci- cepBepu, iX Mpu3HAYeHHsS Ta (PYHKIIOHAJIbHI MOYJIHMBOCTI.
Pi3HOBUIM TpOKCi-cepBEPIB A 0OCTYrOBYBAaHHS Pi3HUX MPOTOKOJIIB.

daiinosi cepsepu. Mepexkesi (aitnosi cucremu NFSv3 ta NFSv4. Opranizanis ¢aiiinoBux cepBepi B nporpamHomy otodenHi FreeBSD i LinuX.
Mepexesa ¢aitnoa cuctema CIFS. Opranizaiis ¢aiiaoBux cepBepiB B mporpamMHomMy otoueHHI MS Windows.

OOMiH daiinamu 3 BUKOopHcTaHHAM npoTokoiay FTP. BeraHoBneHHs 3'eiHaHHS Ta MOKIIMBI peXUMHU Nepenadi 3a npotokosiom FTP, iforo komanaun
Ta BIATYKH.



Chnucok PEKOMCHIA0OBAHUX 7KEPEJI

1. . Iomimyk B.B. AnmiHicTpyBaHHSI KOMIT IOTEPHUX MEPEX Ta OMEPALIfHUX CUCTEM: METOJ. BUIaHHsA. Yxropoa: YxxHY, 2019. 60 c.
2. HaniitHicTh Ta ITiarHOCTUKA KOMITTOTEPHUX CHCTEM Ta Mepex. EnekTpoHHMI pecype. Pexxum moctymy:
https://dl.kpt.sumdu.edu.ua/course/view.php?id=481

3. How To Plan Preventive Maintenance For Networks And Servers. Enexrponnuii pecypc. Pexxum nocryiry:
https://successive.cloud/preventive-maintenance-for-networks-and-servers/
Indopmanist npo KOHCYJIbTALII
Ilononeninka y BepecHi-rpyani 2024 poky 3 15%° no 162y, aym.225 — cr. Bukn. O.M. SIBopcka
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3araJibHa ¢cXeMa O HIOBAHHSA

Cyma GaiiB 3a Bci BUIH IIxana Ouinka 3a HAlliOHAJILHOIO IKAJIOI0 bain HapaxoBYHThCH TAKUM YHHOM:
HABYaJIbHOI JIAIBHOCTI €EKTC ISt iCIuTY ISt 3a7TiKy
90-100 A BiaminHO
82-89 B Jl06
o0pe
74-81 @ 3apaxoBaHO @
64-73 D _ g
60-63 E 3a10BUILHO ‘: Ouyintoeanns 3Hanb 3000ysauie euuioi oceimu
z 30IlICHIOEMbCA
He 3apaxoBaHo 3 S 3a 100-6anvHot0 WiKANI010 | CTAHOBUTH: 33 IOTOYHY
35-59 EX He3a/10Bi1bHO 3 MOXKIIMBICTIO MOXKIIUBICTIO 22 YCHINIHICTH (y4acTh Y MPAKTUYHUX 3aHSATTIX,
IIOBTOPHOT'O CKIIaTaHH:A LICSHUIENEY g BUKOHAHHS IPAaKTUYHUX, 1a00paTOpHUX 3aBJaHb Ta
) . .
ARG =  KOHTPOJBHHX pobir) — 10 100 Gais
He 3apaxoBaHo 3
He3anoBinbHO 3 000B’I3KOBUM 000B’I3KOBUM
0‘34 F IIOBTOPHUM BHUBYCHHIM IIOBTOPHUM
JACLTUIUII HA BUBYEHHSIM
JACLTUIUIIHA

IHosiTNKA OMAHYBAHHS TUCIUATLIIHA

BinBinyBanusi:3100yBaui BHUILOT OCBITH CAMOCTIHHO MJIaHYIOTh BiABiyBaHHS JEKUIHHUX 3aHATH, IO MPOBOJATHCS B MeKax MUCHUILTIHU. [IpucyTHicTh Ha
MPAKTUYHUX 3aHATTSAX Ta KOHTPOJBHHUX 3axojax (ek3aMeH/3alik) € 000B’s3koBo0. [Ipu mpoBeleHHI 3aHITh B OHJAWH-PEKHUMI, IPUCYTHICTH 3100yBaya
BpPaXOBYEThCA Y pa3i BIIKPUTOTO BiKHA.

JloTpuMaHHAl NPUHIUINB aKaaeMiyHoi 1o0pouecHocTi: [linroroBka ycix 3aBAaHb, MUCBMOBHUX POOIT 1 T. iH., II0 BUKOHYIOTHCS B MEKax IUCLMILIIHH,
3MIACHIOEThCS 3100yBaueM BHIIOI OCBITH CaMOCTIMHO, Ha 3acafax akKaJeMiuyHOi JOOpOYECHOCTI. Y pasi mopyiieHHs 3100yBadeM MNPHHIIUIIB aKaJIeMidHOI
0OPOYECHOCTI POOOTA OIIHIOETHCS HE3aJ0BUILHO Ta Ma€ OyTH BUKOHAHA TIOBTOPHO.

YMoBH 3apaxyBaHHsSl NPONYIIEHUX 3aHSATH: : 3apaxXyBaHHS MPOIMYIIEHUX MPAKTHUYHUX/TA00OpAaTOPHUX 3aHATH 3IMCHIOETHCS 32 YMOBU BHKOHAHHS Ta
3aXUCTY BIAMOBIIHUX 3aBJaHb.

Inmi ymoBu: HaBuanbHO-MeTOIMYHI MaTepiaiy IUCIMILUIIHK po3MilleHi Ha matdopmi Moodle.



