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JarajabHi NOJIOKCHHS

[Iporpama (axoBoro icnuty € HOPMAaTUBHUM JOKYMEHTOM Ul TPOBE/ACHHS
BCTYNHUX  BUNpoOyBanb  ocid, 1mo  3200yau  OCBITHLO-KBAMI(pIKALLIHHKE  piBeHD
OakajsaBpa Ta NpPOXOAATh BCTYIHI BUIIPOOYBaH s (TeCTYBaHHS 3 (haxy) /Ui HOJILIIONO
HABUAHHA 33 OCBITHLOW niporpamoio  «KibepOesneka Tta s3axuct indopmauii»  Ha
JIPYTOMY (MaricTepchbKuit) piBHi BULLOT OCBITH.

3rigno 3 unuuumu  «llpaBunamu npuitomy g0 JlepxkaBuoro yuiBepcureTy
IHTRJICKTYAJIbHUX TEXHOJOrH 1 3B’a3Ky y 2025 poui», Ui OXOUUX [POAOBKHTH
HAaBYaHHA Ha JApyromy (MarictepchbkKomy) piBHI BULIOI OCBITM Ha OCHOBI 11€PIIOIO
(OakamaBpChKHUii) Ta JApyroro (MaricTepcbKoro) piBHs BHILOT OCBITH nepeadaieHo
000B’w3K0Be  cKialanns  (paxoBoro BUNpoOyBaHHs (rTectyBaHHs) 3 (axy. Huxue
HaBCACHA  CTPYKTYpa  JAHOro  BUOPOOYBAaHHS Ta HaBYWIbHI  Martepianu,  sKi
PEKOMEH/IOBAHI U1 ONPALIOBaHHS B XOJ1  MIATOTOBKM J10  HbOro. Maxose
BUIIPOOYBaHHs CKJIAJIAeThest 3 SO-TH TECTOBUX NMUTAHb.

[lepenik  nuTanb CKIAACHO BIUTOBIIHO /10 PIBHS  CMOPIAHEHOCT, OTPUMAHOT
abiTypleHTom,  CrHelliaibHOCTI  OCBITHbO-KBasliiKkaLiinoro pisus  «bakanaspy npu
BCTY I HA ICPILINI KYPC HABYAHHS 32 APYTUM (MAriCTEPChKUM) PIBHEM BULLOT OCBITH.

ADITYpIEHTY TPOMOHYETLCS JIMCT TECTYBaHHs Juls  (PAXOBOro ICIHTY, HAKHI
cknapactoest 13 50-Tn 3aBaanb. KokHe 3aBjaHHs Mae YOTHPU BapiaHTH BIANOBIACH,
OJ/IHA 3 SKWUX € TPAaBUJILHOIO, sika OLIHIOEThCS B 4 Oanu. MakcumasibHa KiJbKiCTh
orpumanux oanis — 200. TIutanus Juis ckiaganms TECTOBUX 3a/1a4 B3STO 3 Bi/UTOBIHOT
HABYAJILHOT IPOrPAMU JIMCLMITIHK BIUTOBIHO JI0 NTPOrpamMu MiJIFTOTOBKH MaricTpis
BUIIC TIepesliveHnX crelialbHOCTed, sIKi BU3HAueHi 3rijiHo BeTyny aditypienra Ha
BIIMOBIIHHI KypC HaBYaHHA.

[lpu  oniHoBaHHi  3HaHb adiTypieHTa 1ijt uac (axoBOro BHIIPOOYBaHHS
(tecrysanns 3 (axy) BUKOpucTOBY€Thest 200-OajibHa cucTemMa  OWIHKH, 3a  SKOIO
OLIHKA «BIAMIHHO» BianoBiaac 176-200 O6anam, oninka 4 «i06pe» — 136-172 Ganam,
oninka «saposinbio» — 100-132 Ganam, npu orpumanni menm w100 Ganii
AOITYPICHT OTPUMYE OILIHKY «HE3a/10BLITHLHOY.



[lepejik nuTanb IS NIArOTOBKH /10 (paxoBOro icnurty

B 0CHOBY TeCTOBHX 3aB/laHb IMOKJIAJIEHO HACTYITHI TEMH:

OcnoBui  nonstrst  kibepOesnexkn. KoudineHuiinicts, winicHicTnb

JIOCTYITHICTb.

Ta

2. KepyBanus joctynom. ABropusallis, aBreHTHiKallis, 001iK (aynT). 3aranbHi
MPUHLMITH KePYBaHHS 1OCTYTOM.

€55

. Mpouec asrentudikaiii — naposi, Tokenu, Giomerpis.

. JBodakropua asrentTudikaris.
. Ilporokonn aBrenTudikauii. [Tporokon Kerberos.

. OcHOBHI Mozies1l KepyBaHHS J0CTYIIOM.

4
5
6. IlpaBa kopucTyBauiB B onepalliiiniil cucremi Ta Mepexi.
7
8

. Monens OSI.
9. Mojaenns TCP/IP.

10.
1l
1.2,
13.
14.
15
16.
17,
I8.
BYOD.
19.
20.
21

3

23.
24,
23
26.

27.
28.

(s
-

OCHOBHI MepesKeBI MPOTOKOJIN.

Ocnosl nnporokonu VPN-TyHestoBanus.
[Tonsitrs PLS — Physical Layer Security.

I I[poToKosM KaHaILHOTO PiBHS Ta aTakW HA HMX.
[poTokonn Oe3nekn ceaHcoBOro piBHs.

. Tpaauuiiini Gpanmayepw.

bpaamayepu HactynHoro nokoninug (NGFW).
Crictemun BUsABIeHHs Ta 3anodiranHs Bropraens (IDPS).

Enementn Oesneunoi apxitektypu komm'iotepHoi mepexi — VPN, NAT,

Apxitekrypa Zero Trust.
3axXMCT BIJL LUKIUTMBOTO NPOrpaMHOro 3ade3neueHHs.

. OCHOBHI CUMETPHUYHI Ta ACEMUTPUUHI ANTOPHTMHU LLIK(PYBAHHS.

3axucT inopmauii y OaHKIBCBKHUX CHCTEMAX.
Kancuuna apxitexrypa ¢pon Hefimana.
Cucremu SSO.

- Kitacuuni atakmn Ha iHdopmailiitti cucremn,

Couianbha imkeHepisi, OCHOBHI MeXaHi3MH aTak Ta 3aXUCT Bijl HUX.
[Ipokci-cepepu.
3acobwu 3axucty Bija IP-cnydinry.

. Biaminnicts IDS Ta IPS cucrem.

. OcHOBM XMapHUX 00uMciIeHb Ta TX 11pobiieMu Ge3neku.
- OCHOBH KoHTelHepHu3allil. Apxitekrypa CI/CD.

. 3abesneueHHs HaAlHHOCTI MaposTio.

3. lllo rake wmMHa Komr'torepa, 1 sika 11 poJib Y B3aEMO/1IT KOMIOHEHTIB CUCTEMU?
p y



34. SIKi KOMIOHEHTH BXOIATb Yy CTPYKTYPY KOMM'IOTEpa 3rijHO KJIACHUHOT
apxitektypu ¢pon Heiimana?

35. 1o Take Kewl-nam'sth, i Ky poJib BOH@ BUKOHYE B i€papXiuHiil CTpyKTYpi
rnam'sti?

36. Illo Take kiGepnpoctip Ta iHpopmauiiinuii npoctip, i ska iX poib vy
cydacHomy cBiTi?

37. o rtake xibGepsarpo3u Ta KiGeparaku, i K BOHM MOXYTb BIUIMHYTH Ha
CHCTEMU Ta KOPUCTYBaviB?

38. Illo Take DDoS-arakwu, i sk BOHM MOKYTb BIUIMHYTH Ha poOOTy Mepeski?

39. Illlo rtake ¢iwmur Ta sk BiH Moxe Oyru HeGe3leuHMM Ul iHTEpHET-
KOpUcTyBauip?

40. SIki 3ax0/11 O6e3rnekn MOXKYTh OyTH BUKOPHCTAHI JUIS 3aXMCTY BiJl LIKIATMBOTO
nporpaMHoro 3adesneveHus?

41. Lo Take komn'toTepHa Mepexa?

42. Tononorii KOMIT'IOTEPHUX MEPEK.

43. SIki ocHoBHI piBHI iepapxii npoTokonis B Mozeni ISO/OSI ta mogeni TCP/IP?

44. 111o rake Iurepuer Peueit?

45. Slki ocrosni dyukuii Bukonye DNS (Domain Name System) y Inrepueri?

46. 11lo o3nauac noHsTTA "BiAMOBOCTIHKICTL" Y KOHTEKCTI onepaiiitiux cucrem?

47. SlKa pi3HuLs MixK orivHoto Ta GizuuHo opranizauicio daiinis?

48. SIki tunu BailioBUX CHCTEM BUKOPHCTOBYIOTBCS B CYHaCHMX KOMIT'HOTEpPHHUX
cucremax”?

49. SIKi TeXHONOTIT BUKOPHCTOBYIOTBCA B CYYacHUX OMepallifiHuX cucteMax Juis
3aXMCTY BIJL BTOPIHeHb Ta 3a0e3reyents 0e3rekn KopucTyBauis?

50. Ski ocHoBHI (pyHKLUIT BUKOHY€ Onepauiiina cuctema?

Kpurepii ouinoBanus

Kputepii oninioBanus BiMOBI BeTynHMKa 3a wikanoto sijg 0 10 200 Ganis, Tecr
3 BCTYNHHUX BUIIPOOYBaHb ckiaaactbesi 3 50-TM TectoBUX 3aBiaHb. Kowue 3 SO-Tu
TCCTOBUX 3aB/latib Ma€ YOTHPH BapiaHTH BIANOBIJICH, 0/1HA 3 AKUX € NPABMIILHOIO, SIKa
OUIHIOETBCS B 4 Oanu. Makcumanbha KilbKicTb oTpuManux 6anis — 200,
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