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M. Ogeca No 01-07- 79

I1po 3axpirieHHs TeM OaKagaBpcbKuX pooOiT
3100yBavam BUIoi ocBith paxynasrery ITK

3 MeToro oprasizawii OCBITHROrO Tpollecy Ha (axynbTeTi iH(MOpMaLidHUX
TEXHOJIOTi# Ta kibepbe3nexu

HAKA3YIO:

1. HuxueszasHaueHuM 3100yBayaM BHIIOI OCBITH 4-ro pOKy HaBYaHHS 3a
nepiuM (6aKagaBpCchbKUM) piBHEM (aKyipTeTy iHQOpMaLiffHMX TEXHOJIOrid Ta
KiGepOesmeku neHHOT (hopMU HABYaHHS, 32 OCBITHBOIO Mporpamoro «Kidepbesmexa»
3a cmemianbHicTIO 125 KibepOesmneka, 110 HABUAKOTHCS 3a KOLITU JAEP:KaBHOIO
OIOJDKETY, 3aKPIIUTH TeMHU 0aKalaBpChKUX POOIT Ta MPU3HAYUTH KePiBHUKIB!

Ne | Mnib

| Tema Ta KepiBHUK

Kb-4.01

Kadeapa kibepb6e3nekn Ta TeXHIYHOTO0 3aXHCTY iHdopmamii

1 | Byxopoc €nn3asera
BacuniBHa

JlocimKeHHS 3aCTOCYBaHHS TEXHOJIOT1H LITYYHOTO
IHTeeKTY JJIs POTU/IIT COLllalIbHIN iHXKeHepil
Research on the application of artificial intelligence
technologies for countering social engineering
KepiBHuUK: 3aB. kad., npod. Kopumnncekuii B.B.

2 | Bakap Ounekcanmp
AHartosiioBu4

Anari3 6e3nexu iHTerpanii LLM 3 30BHILIHIMU
cepBicamu Security analysis of LLM integration with
external services

KepiBauk: ct. Buki. CeBacteeB €.0.

3 | IBanoBa Jlixis
BanepiiBHa

Pospobka cucremu ¢iznunoi Oesmeku iHdopmalii B
odici GaHKy

Development of a physical information security system
in a bank office

KepiBauk: ct. BUKI. benosa 10.B.

4 | Kaproseekuit Oger
IropoBuu

3axucT KOH(DIAEHIIMHUX JaHUX BIX BUTOKY IIPH
po6oti 3 LLM

Protecting confidential data from leaks when working
with LLM

Kepisuuk: ct. BuKJ. CeBacrees €. O.

5 | Komoxos Opii
IropoBru

[TopiBHANBHKI  aHaAm3  NporpaMHUX  3aco0iB
CKaHyBaHHsI Bpa3uBoCcTel iHPpopMalliiHKX CHCTEM
Comparative analysis of software tools for scanning
information systems vulnerabilities

KepiBHUK: K.T.H., cT. Buki. JliMmaps Irop BanepiiioBuy




KoueBa Auacracis

AHai3 BUKOPUCTAHHS @JIEeKTPOHHUX IMIAMNUCIB Yy

[TaBniBHA TEeXHOJIOTi{ OJIOKYEHH
Analysis of the use of electronic signatures in
W A bl apy
KepiBHuK: K.T.H., gou. OHaupkuii O. B.
7 | IlnatroHoBa JlocaiKeHHs Bpa3/aMBOCTE B3aeMOIl KOpHUCTYBaya 3
Amnacracis FOpiisaa | LLM Research on vulnerabilities in user interaction
with LLM KepiBnuk: ct. Buki. Cesactees €.0.
8 | Pomanenko Aunpiii | Po3poOka cucTemMu 3axXWCTy BiJi TEXHIUHMX KaHAJiB
CepriiioBuy BUTOKY iH(popmallii B odici 6aHKy
Development of a system for protecting against
technical information leakage channels in a bank office
KepiBHuk: ct. Buki. bemosa FO.B.
9 | CnaBuu Inns Po3po6Ka  CHCTeMH  KOHTPOIIO  HOCTYIy 3
OnexcanapoBUY BukopuctaHHusaM Arduino ta RFID-texHomorii.
Development of an access control system using
Arduino and RFID technologies
KepiBuHuK: 3aB. ka., npod. Kopunrcekuii B.B.
Kb-4.02
Kadenpa kiGepOe3nexu Ta TexHiuYHOro 3axucty indopmauii
10 | Banxa Ynsna ITpoexTyBaHHS cUCTEM BifieocrOCTEpeKEeHHS B (POKYCi
Enyapnisaa Cy4dacHUX OpeH/IiB Ta TeXHOJIOTiH
Designing video surveillance systems in the spotlight
of modern brands and technologies
KepiBHuk: k.¢ia.H., nou. Craiikyna C.B.
11 | IBanoBa BikTopis AHaJi3 MpUHIMUIIB HEMepepBHOCTI Oi3HeCy Ha OCHOBI
KoctsnTiHIBHA MDKHapOJHUX CTaHAAPTIB Ta peKOMeH ALk
Analysis of business continuity principles based on
international standards and recommendations
KepiBuuk: x.¢inH., gou. Craiikyua C.B.
12 | Karepunnu Aprem | Po3po0Oka 3axuilieHOro MeHepKepa MapolliB
CepritioBuy Developing a Secure Password Manager
KepiBuuk: Buki. [lactyxos JI.B.
13 | Kpasuos [Imutpo Amnauni3z cranaapTiB kibepOe3neku Ui MPOMHUCIOBOTO
CepriiioBuu iHTepHeTY peueit
Analysis of cybersecurity standards for the industrial
Internet of Things
KepiBHUK: K.T.H., 1011. 3apoBchkuii P.B.
14 | Mopo30BChbKuUi Kibepbesmneka mepex Smart Grid
Banepiii Cybersecurity of Smart Grid networks
OnekcangpoBuy KepiBHuK: K.T.H., goll. 3apoBcekuii P.B.
15 | MocroBuii JIMutpo | BipoBaykeHHSI Cy4acHUX IHCTPYMEHTIB Ta METO/IB
Banumouu 3aXHUCTY MIATPUEMCTB BiJl KiOep310YMHIIIB

Implementation of modern tools and methods to
protect enterprises from cybercriminals
Kepisuuk: ct. BuKki. besnosa 10.B.




16 | OnTiBepo-Baic
Muikura
OnexcanpoBuY

BripoBa/pkeHHs KOMILUIEKCHOT O€3MeKH y IpoLecH
po3po0KKM Ta OmnepauiiHoi MiATPUMKH MPOrPaMHOrO
3a0e31eueHH

Implementing comprehensive security into software
development and operational support processes
KepiBHUK: K.T.H., CT. BUKI. Pgbyxa O.M.

17 | Iactymenko KOpii
BanumoBu4

Anam3 cepenosuma 3arpo3 Ta pusukis IoMT 3
BUOOPOM MEXaHI3MIB 3aXHUCTY

Analysis of IoMT threats and risks with selection of
protection mechanisms

KepiBHuk: K.T.H., 1o11. 3aposcekuii P.B.

18 | OuriBepo-Bamnnc
Amnacracis

BuMB HECAHKI[IOHOBAHOTO [OCTYIy MO ONTHYHOTO
BOJIOKHA HA MapaMeTpH JIIHIH 3B’ 3Ky

The impact of unauthorized access to optical fiber on
the parameters of communication lines

KepiBHuK: K.T.H, cT. BUKI. Psa0yxa O.M.

IligcTaBa: AOMOBIAHA 3aMHCKa JileKaHa (pakyabTeTy iH(pOpMaLiHHHX TEXHOJIOTIH Ta
kibepbe3nexu €Brena Baciniy.

2. Hmxue3azHaueHuMm 3700yBayaM BUMIOI OCBITH 4-TO POKY HaBYaHHS 3a
nepminM (OakanaBpcbkuM) piBHEeM (akynbrery iHQOpMauliMHUX TEXHOJOrii Ta
KibepOe3neky AeHHOI (OopMHM HaBYaHHSA, 3a OCBITHBOIO MpOrpamor «lHxkeHepis
nporpamMuoro 3adesmnicucHus» 32 cneiianbhicTio 121 Inkenepis nporpamHOro
3a0e3MeueHHs, 0 HABYAKOTHCS 33 KOIUTH IEPXKABHOTO OIOMKETY, 3aKPIUTU TEMHU
OakajaBpChKHX poOIT Ta MPU3HAYUTH KEPiBHHUKIB:

e | b

’ Tema Ta KepiBHHK

1113-4.01

Kadeapa inskeHepis nporpamMHoro 3ade3neyeHHs

1 | AnaGyrin Muxona
JmutpoBuy

Po3pobka BeG-inTepdeiicy s agMiHICTpyBaHHA Ta
moniTopunry Docker-konrelinepin

Development of a web interface for administration and
monitoring of Docker containers

KepiBuuk: Buxi. Ilerposuu S1.0.

2 | BuHorpaacbkuit
Anppii Onerosud

Po3poOka iHhopMaLiiHOi cCUCTEMU €1EKTPOHHOIO
IOJCHHHKA JUTS 32Ky OCBITH

Development of an Information System for an
Electronic Diary for an Educational Institution
KepiBHuk: K.T.H., go1. Oneros MLA.

3 | Focrimes
Onekcanap
CepriiioBud

Po3po0ka iHTEIeKTyaIbHOr0 3aCTOCYHKY AJIA aHATI3Y
Ta KOPEKIIii YaCTOTHMX XapaKTEPUCTUK ayA10CUTHAILY
Development of an intelligent application for
analyzing and correcting the frequency characteristics
of an audio signal

KepiBHuk: x.T.H., fou. Ozneros MLA.




4 | OpxexOoBChbKHit Po3pobxa BeO-n01aTKa IHTEPHET-MAra3uHy
Muxkura Development of an Online Store Web Application
AmnpiiioBuy KepiBnuk: K.T.H., cT. Bukiaga4.lTepekpecros I.C.

5 | O¢iuepos Po3poOKka 3aCTOCYHKY Ui ONTUMI3alii pexuMy
Bnagucnas po0OTH 1 BIANMOYMHKY MpPAIiBHUKIB MPH BUKOPHCTAHHI
CepriioBuy I

Development of an application to optimize the work
and rest regime of employees using Al
KepiBauk: Buki. Kouerkosa M.B.

6 | [lanueHko Po3spobka iH(} cucremu Ui MOHITOPIHTY TOCIYT
Januin KOMIIaH1{ O 3aKYIMiBJi 36PHOBUX KYJIBTYP
Bonopumuposuu Development of an information system for monitoring

the services of grain procurement companies
KepiBHuK: K.(p.M.H., nou. ['nazynosa JI.B.
1113-4.02
Kadenpa inaxenepiss nporpamuoro 3aée3mevdeHHs

7 | AdanacbeB Po3pobxa TIPOTrPAMHOTO 3abe3neueHHs s
Muxaiino ONTHMI3allil TOBapHUX 3amaciB 3 BUKOPUCTAHHSIM
MuxaiinoBuy METO/1iB IPOTHO3YBAHHS TTOIUTY

Development of software for inventory optimization
using demand forecasting methods
KepisHuk: Buxi. Ilerposuu S1.0.
8 | bpwxuntok [lap’s | Po3poOka OCBITHBO-IrpOBOr0 MOO1JIBHOTO 3aCTOCYHKY
OunexkciiBHa JUIS HABYAHHS JOTJISIY 3a JOMAIIHIMU TBAPHHAMH HA
wiatdopmi Unity
Development of an educational mobile application for
learning pet care using the Unity platform
KepiBauk: Buki., [lerposuy 5.0.
9 | byuko BikTopis Po3poOka BeO-momaTka st OHJIAMH MPOJaxy KBUTKIB
IropisHa Ha MOTST
Development of a web application for online train
ticket sales
KepiBHuK: K.T.H., CT. BUKiajgad. babiu 10.0.
10 | BaiiuexoBcbhbKui ITpoexkTyBaHHsT Ta po3poOKa CEPBEPHOI YACTUHH
Onekcanzp Onaromiinoi 1margopMu Ul BPA3JIMBHX BEPCTB
CepriiioBuy HaCeJICHHS B yMOBAax BifiHU B Y KpaiHi

Design and development of the server-side component
of a charitable platform for vulnerable populations
during the war in Ukraine

KepiBHuK: K.T.H., foll. Tperybosa [.A.

11

Benwuko Jmutpo
Bonogumuposu4

Po3poOka BeO-3aCTOCYHKY [/ E€IIEKTPOHHOI'O 3aITUCy
HALIEHTIB 10 MOMIKIHIKA

Development of a Web Application for Electronic
Patient Registration in a Polyclinic

KepiBuuk: K.T.H., fo1. Kaninina T.O.




12

BepOuHChKuit
HAmutpo
CranicnaBoBuy

Po3poOka BeO-cucTeMH OpOHIOBAHHS CTONHKIB Y
pecropani

Development of a web-based restaurant table booking
system
KepiBauk: Buki. Kouerkosa M.B.

13

I'HaToBchKkUit
bornan Pomanosuu

Pospobka Beb6 noparky nns onmTumisaiii mpouecy
IJIAHYBaHHA KOMEPLIMHOT isTTbHOCTI ITiAnpreMCcTBa
Development of a chatbot for managing customer
loyalty cards

KepiBHuK: B.0. 3aB.kad., npod. 'amkues M.M.

14

Kuranbos
Bonogumup
OnexcanapoBud

ITpoexryBaHHs Ta peaizalis KIi€HT-CEPBEPHOrO BeO-
NOJATKY JUIA HACTUIBHHMX Irop 3 BHKOPUCTAHHIM
ASP.NET Core

Design and Implementation of a Multiplayer Client-
Server Web Application for Board Games Using
ASP.NET Core

Kepipnuk: k.7.1., gou. Kaminina T.O.

15

Konsna Anacracis
SIpocnaBiBHa

Pospobka indopmaniitnoi cucremu Ui MOHITOPHHTY
XapuyBaHHS Ta (I3UYHKUX TOKA3HUKIB KOPUCTYBAUiB
Development of an information system for monitoring
users' nutrition and physical indicators

Kepisauk: Buki. Ilerposuu 5.0.

16

Pymy Maxkcum
PycrnanoBuu

Pospobxa BeG-opienToBanoi iHoOpMAaliiHOl cUCTEMN
JJIL  CJIEKTPOHHOI KoMmepHii y cdepi My3UYHOrO
o0sia/IHaHHA Ta IHCTPYMEHTIB

Development of a web-oriented information system for
E-commerce in the field of musical equipment and
instruments

KepiBuuk: Buxi. Ilerposuy .0.

17

Cropoxyk
Maxkcum
OnexcanpoBuy

PozpoOka Ta iHTerpamis KJIIEHTCBKOI YacCTHHU
OnaroxiHoi marpopmMu Uil Bpa3dMBHX BEpPCTB
HACEJIEHHS B yMOBAx BiliHU B YKpaiHi

Development and integration of client-side
components for a charitable platform serving
vulnerable population groups in wartime Ukraine
KepiBHUK: K.T.H., fo1l. Tperybosa [.A.

18

Tarapuyk Poman
Muxannosuy

Po3poOka amapaTHO-NPOrpaMHUX 3aCO0IB KepyBaHHS
MOJIEJLII0 aBTOMOOLIS

Development of hardware and software tools for
controlling a car model

KepiBuuk: B.0. 3aB.kad., npod. 'amxues M.M.

19

Xypruaze AHTOH
KoctauTrnHoBHY

PospoOka BeO-rmarpopmMu s IHTEPAKTHBHOI'O
HABYAHHSA  INPOrpaMyBaHHS 3  BUKOPHMCTaHHAM
Bi3yaJbHOrO  CEepEe/OBHIIA Ta  IHTENEKTYaabHOIO

IOMIYHHUKA




Development of a web platform for interactive
programming education using a visual environment and
Al assistant

KepiBuuk: Buki. [Terposuu 1.0.

[TizcraBa: nonoBinHa 3amucka AekaHa (GaxkyabTeTy iHGOpMalliiHUX TEXHOJOrid Ta
KibepOesneku €BreHa Baciniy.

3. KoHTposb 32 BUKOHAHHSIM JIAHOTO HAKAa3y MOKJIACTH Ha JeKaHa (GakyIbTeTy
iHpOpMaLIHHUX TEXHOJIOTIH Ta KibepOe3neku €Brena Baciniy.

Pekrtop Onexcannp HASAPEHKO




